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Or Yailr

Security Research Team Lead at SafeBreach

6+ years 1n securlty research

Linux, embedded and some Android research

3+ years Windows research
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|
Research Goal

Creating the
next—-gen wiper
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Wipers
Background
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What 1s a wiper?

“A device used to remd
raln, SsSnow, 1lce, washer
fluid, water, or debris 12 !
a vehicle's front window

Wikipedila
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What i1s a wiper? | "

’ ¢ [
] ] ] . ' v
“"In computer security, a wlper 1s a."c

ey
' y
class of malware intended to erase & #%

(wipe, hence the name) the hard drivew
of the computer i1t 1nfects, maliciously
deleting data and programs.”

Wikipedia
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DAN GOODIN. ARS TECHNICA SECURITY MAY 27, 2821 9:88 AM

] A Never-Before-Seen Wiper
Why are wipers used? Malware Is Hitting Israeli Targets

The malicious code, which masquerades as ransomware,
appears to come from a hacking group with ties to Iran.

Harm a certain entity .
(State Compan ete...) New RURansom Wiper
4 paty, Targets Russia

MeteorExpress | Mysterious Wiper
Paralyzes Iranian Trains with Epic Troll

o " A N "1 Fe AIIECDDEDA CAARLE
ca AN ANDRES GUERRERO-SAADE

Another Destructive Wiper Targets

Viasat confirms satellite modems were wiped with AcidRain . . . .
Organizations in Ukraine

malware

By Sergiu Gatlan
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Wipers
Technilques
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V4

File Deletion .

Not enough
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Delete to Wipe

MSDN ¢

“When files are deleted from an
NTEFS file system volume, theilr
MFT entries are marked as free
and may be reused.”
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int WipeFile(LPCWSTR lpFileName

] | ] d
Ii I I e Ov e I WI I te SetFileAttributesW(1lpFileName, FILE_ATTRIBUTE_NORMAL);

hFile = CreateFileW
lpFileName,
GENERIC_WRITE |GENERIC_READ,
FILE_ATTRIBUTE_HIDDEN|FILE_ATTRIBUTE_READONLY, ©,
CREATE_NEW CREATE_ALWAYS, ©, 9);

Overwrites the actual
content of files

FileSize = GetFileSize(hFile, 0);
hBuff = malloc(FileSize);
f hBuff

ExtensionW = PathFindExtensionW(1lpFileName);

f SkipTheseExtensions(ExtensionW
WriteFile(hFile, hBuff, FileSize, &lpFileName, 9);

> Admin’s files require Closotaneler310)

free(hBuff);
urn 1;

Admin’s privileges JN-

Used by: Shamoon, CaddyWiper, DoubleZero,
IsaacWiper, KillDisk, Meteor

Image Source: https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-1/
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gmemcpy (1lpBuffer, pNewMBRData, ©x20600u);
hFile = CreateFileW
& .\\PhysicalDrivee",
L] ] GENERIC_ALL,
Drlve De S truCtl on FILE_SHARE_READ | FILE_SHARE_WRITE,
e,
OPEN_EXISTING,

WriteFile(hFile, lpBuffer, ©x260u, 8, 9);
CloseHandle(hFile);

Writing directly to

and/or

>Requlres Administrator privileges

Used by: IsaacWiper, KillDisk, Petya wilper variant,
SQLShred, StoneDrill, WhisperGate and DriveSlayer

Image Source: https://www.crowdstrike.com/blog/the-anatomy-of-wiper-malware-part-1/
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Wiper Techniques

7 Process Monitor - Sysinternals v.sysinternals.com

File Edit Event Filter Tools Options Help

Every technique ==
1s obviously |
inlitiated by the
wiper itself

ample_PPT_
ample_PPT _.
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What Ifs

>What 1f the next-gen wiper
could wipe files without using
these obvious API calls?

>What 1f the next-gen wiper
could do all that as an
unprivileged user?
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Al1kido
Use the opponent's
power agalnst them
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The Super Power of EDR Products

Delete any file
no matter the
privileges
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When are malicious files deleted or
quarantined?

Depends on configuration

On open

On close after write

Scan
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How can we exploit the power of
the opponent (AV / EDR)?

We can trigger a deletion

Trigger a deletion for the
wrong file

BlueHat IL



Target Confusion

FIRST I DEA

Add malicious content
to an 1nnocent file

»Requlires write permissions
to the file

>T,ooks 1like file overwrite
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Target Confusion

S ECOND I DEA

Somehow point the security
control to a different path

>1,1nks

BlueHat IL



Symlinks and Junctions Vulnerabilities - CWE-59

Security Vulnerabilities Related To CWE-59

VSS Scores Greater Than: : ‘2.3 .45 6

Sort Results By : CVE Num escending CVE! S Score Descending Number ts Descending
Total number of vulnerabllities : 851 Page : 1 4 6 7 ¥ § : 14 15 16 17 18

# CVEID CWEID # of Exploits Vulnerability Type(s) Publish Update Score Gained Access Access Complexity Authentication Conf. Integ. Avail.
Date Date Level

51 CVE-2022-0017 59 Exec Code 2022-02-10 2022-02-17 6.9 None Local Medium Not required Complete Complete Complete

An improper k resolution before file access K following’) vulner orks GlobalProtect app on Windows that enables a local attacker to disrupt system processes and potentially
execute ar ary code with SYSTEM privileges under certain circums alProtect app S.1 versions earlier than GlobalProtect app 5.1.10 on Windows. GlobalProtect app 5.2 versions earlie
than GlobalProtect app 5.2.5 on Windows. This issue does

Not required None Partial Partial

/ exists i

e Impacts: (

3, Cortex XDR a

53 CVE-2021-45442 59 Exec Code 6.6 None Local Low Not required None Complete Complete

72 None Local Low Not required Complete Complete Complete

ate a

Trend Micro Apex One (on-prem an cro Wo ices) could allow a local attacker to create a specially
t local privilege escalation on the note: a cute low-privileged code on the target system in order to

+Priv 2022-02-17 2022-02-28 6.9 None Local Medium Not required Complete Complete Complete

attacker cute oth and h

1]

"

nce gail

w

ation to cause snap-confine to

p xe

)

r aroitrary dinarie

m

1 of the snap-confine binary. A

34-20.04 and 2.54.3+21.10.1

66 CVE-2021.44141 59 2022-N2-21 2022-N2-23 28 Nnne Remnte Medinm 227 Partial Nnne Nonge
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JUNCTTIONS VS SYMLTINKS

Junctions Symlinks

No special “Create symbolic
pPeErmissions link” user right
are required 1s required

MICROSOFT

= Vulnerability

Users who have the Create symbolic links user right could inadvertently or maliciously expose your
system to symbolic link attacks. Symbolic link attacks can be used to change the permissions on a file,

to corrupt data, to destroy data, or as a DoS attack.

BlueHat IL
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Windows of Opportunity - TOCTOU

Time Time
of threat of threat

l1dentification deletion

BlueHat IL



i Windows E temp
E System32 E Windows

i drivers E System32

@) |>] ndis.sys

OUR TARGET FILE E ndis.sys W

ABOUT TO DELETE THIS FILE

C:\temp\Windows\System32\drivers\ndis.sys

BlueHat IL




C:\temp\Windows\System32\drivers\ndis.sys

Same path leads to the original ndis.sys file

ﬂfm, oy

W;,,
my drivers w f%f;f;? Y,
A o

#] ndis.sys ///// Yy

-’.rf .r// LA N T e
F;f_, 7447 u..f;-.rz

BlueHat IL
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Failed Attempts

Target C:\Windows\System32\drivers\ndis.sys

Mimikatz C:\temp\Windows\System32\drivers\ndis.sys

1. Delete C:\temp .
Time

Mimikatz 2.Create junction of Threat
C:\temp —> C:\

Create

BlueHat IL



Creating a New Window of Opportunity

Handle catching - Forcing a reboot

SentinelOne agent handled Quarantine of a threat but requires a
reboot. The operation will be completed automatically on the next

computer restart. Do you want to reboot now?

Virus & threat protection HANDLE CreateF ileW(

Ak
-r

Actions needed in Windows Defender
Windows Defender Antivirus found

Virus:DOS/EICAR Test _File in test. Please [ in ] DWORD [ dwShareMode , J

restart your device.

Restart

) |

BlueHat IL




Deleting a File After Reboot

2 methods:

Using Windows Self

API - MoveFileEx() implementation
Example: Example:
SentinelOne Windows Defender

BlueHat IL



Windows API Mark for Deletion Mechanism

MoveFi1leEx +
MOVEFILE_DELAY_UNTIL_REBOOT

PendingFileRenameOperations

SCMConfi We|HeapDeCommitFreeBlockThr e

SCMConfig eapDeCommitfreeBlockThrest ¢ it asiit String

ScsiPort o HeapDeCommitTotalFreeThresh

SecureBoot 74 HeapSegmentCommit Value name

CoctireP 3 "

Secure ‘S| HeapSegmentReserve PendingFileRenameOperations

SecurityProvi - c
’ InitConsoleflags Value data

we| NumberOfini

W ObjectDirectories

PendingFileRenameOperations

ServiceAggregate
ServiceGroupOrd
ServiceProvider
Session Manager
SNMP | || %8| ProcessorControl
SQMServiceList wolF i de

Srp we|ResourceTimeoutCount
SrpExtensionConi ab/RunLevelExecute

Stilllmage W RunlevelValidate

Cancel

BlueHat IL




Mark For Deletion Mechanism

>

@
PendingFileRenameOperations
follows junctions! '

BlueHat IL



Self Implementation Post
Reboot Deletion

p—

Some self 1mplementations
follow junctions too !

BlueHat IL



The Complete Process

1. Create a malicious file 1in

C:\temp\Windows\System32\drivers\ndis.sys

2. Hold 1ts handle with a read-only file sharing
mode and force the AV/EDR to postpone the
deletion to after the next reboot

3. Delete the CEAN#SWie directory

4. Create a junction CHAN#Se ——> E!N

5. Reboot

BlueHat IL




Done ¥

¥. What 1f the next-gen wiper
could wipe files without using
these obvious API calls?

¥l What 1f the next-gen wiper
could do all that as an
unprivileged user?

BlueHat IL



Day
Vulnerabilities
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Figure 1: Magic Quadrant for Endpoint Protection Platforms

Arbitrary Deletion
6 Vulnerable Products:

>Ml1crosoft Defender
>Mlcrosoft Defender for
Endpoint

> SentinelOne XDR

> TrendMicro Apex One
>Avast Antivirus

> AVG Antivirus

COMPLETENESS OF VISION As of October 2022 © Gartner, Inc

Source: Gartner (December 2022)
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6 Products

3 CVEs

Microsoft CVE-2022-37971
>CVSS 3.1: 7.1

SentinelOne No CVE

TrendMicro CVE-2022-45797
>CVSS 3.0: 5.0

Avast & AVG CVE-2022-4173

>CVsSS 3.0: 7.3

BlueHat IL




Windows Defender VS the Rest

Arbltrary directory
deletion only

But — a wiper does not
care about deleting a few
extra files on the way

BlueHat IL



Windows Defender

Drivers Deletion
BISile

2:00 AM
ANRBY om0 O
BlueHat 1L



Ransomware Protection Feature Bypass

Using the same exploit. It 1s also
possible to bypass the controlled
folder access security feature.

Controlled folder access Protected folders
Protect files, folders, and memory areas on your device from unauthorized Windows system folders are protected by default. You can also add
changes by unfriendly applications. additional protected folders.

® On

-+ Add a protected folder

BlueHat IL



Result Summary

50%+ of the tested products are vulnerable

0 Palo Alto XDR

0 Cylance

0 CrowdStrike

0 McAfee

0 BitDefender

BlueHat IL



Most chances there are more

I was just unable to force
other products to mark for
deletion after reboot

If yvou find a way they will
probably be vulnerable

BlueHat IL
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Aikido Wiper

The next gen wiper

Implemented for SentinelOne
XDR, Defender and Defender
for endpoilnt

BlueHat IL



Makes the system
unbootable

Able to delete system
files such as drivers
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Fully Undetectable

Deletes files using the most
trusted entity on the system

An EDR / AV trusts itself

Uses EICAR not Mimikatz

BlueHat IL



Runs with
unpriveleged
USEer permlssions

Able to delete files
as an unprivileged user

BlueHat IL



Wipes 1mportant
data

Able to delete the
entire content of an
admin user directory

BlueHat IL



Wipes 1mportant
data

F11ll free disk space a
few times after the deletion

2 popular recovery products were
not able to recover the files:

»Cleverfiles Disk Drill
>CCleaner Recuva

k.
BlueHat IL




Wipes 1mportant
data

Delete the quarantilne
directory

BlueHat IL



Repo Code

Well documented

Expandable

BlueHat IL
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Aikido Wiper GitHub

https://github.com/SafeBreach-Labs/aikido wiperx

BlueHat IL


https://github.com/SafeBreach-Labs/aikido_wiper

SentinelOne
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Lessons Learned

A wiper 1s more dangerous 1f 1t uses
a trusted entity on the system for deletion,
especially a security control

Having security controls does not mean
yoOu are secure

Security controls might be a preferred
target for attackers due to their very high
privileges and are most trust level

Assume permissions can always be escalated

BlueHat IL
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Microsoft Response

“Hello Or,

The fix 1n development for your report

has completed testing and 1s tentatively
scheduled to be released 1n the upcoming
Defender Release later this month. We
propose to disclose that fix on the October
11th patch Tuesday with the other security
releases under CVE-2022-37971.

I hope that will meet your expectations.”

BlueHat IL



Gen

“Dear Or Yair,

Thanks for bringing this wvulnerability to our attention.

On October 20th, 2022, Avast released an update (to version
22.10) to address an issue that was discovered in the
malware removal functionality of Avast and AVG Antivirus
versions 20.5 up to 22.9

Users of the affected versions have received an automatic
update. We ask users to restart Windows once Avast and AVG
prompts them to do so, in order to complete the update.

Good luck with the presentation, and enjoy Black Hat!

Best Regards, ==
Gen™ L

Gen™ 1is a global company with a family of consumer brands including Norton,
Avast, Lifelock, Avira, AVG, ReputationDefender and CCleaner”

BlueHat IL



Update to be safe

Microsoft Malware 1.1.19700.2
Protection Engine

SentinelOne Agent 22 .3 EA
TrendMicro Apex One Hotfix 23573

Patch bll136

Avast & AVG Antivirus 22.10

BlueHat IL




PendingFileRenameOperations Risks

MoveFileEx ()
_|_

MOVEFILE DELAY UNTIL REBOOT
_I_

Unprivileged user controllable target path

Vulnerability

BlueHat IL
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Credits

Shmuel Cohen

Security Researcher (@ SafeBreach

Assistance with testing different products
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@ https://www.linkedin.com/in/or-yair/

@ or.yair@safebreach.com
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