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Edge+Platform Security Fundamentals



Spoiler
We have CVEs

Slides to CVE



(Very) High Level Cloud Architecture

But what if you don’t want to trust the infrastructure provider?



Confidential Compute 101   

HW support: AMD SEV-SNP, Intel TDX



Intel TDX 

Glossary:

• VMM – Virtual Machine 

Manager: Hypervisor

• TDX – Trusted Domain 

Extension: Broker 

between VMM and 

confidential VMs

• SEAM – Secure 

Arbitration Mode

• TD – Trusted Domain: 

Confidential VM



Generate report

“Prove you’re valid”

Attestation



Scope: Intel TDX 1.5 new features

1. Make a malicious TD appear valid (i.e., forge attestation)

2. Access secrets within a customer TD

Previous research into Intel TDX 1.0 was done by GPZ:

securing-the-unseen-vulnerability-research-in-confidential-

computing.pdf

Research Goals

https://hardwear.io/usa-2023/presentation/securing-the-unseen-vulnerability-research-in-confidential-computing.pdf
https://hardwear.io/usa-2023/presentation/securing-the-unseen-vulnerability-research-in-confidential-computing.pdf


The goal:

Forge Attestation
The method: Live migration

Slides to CVE



Live Migration



What will we do in TDs?

• No VMM access to TD memory

• TD encryption is tied to a specific TDX instance

• Need some transfer mechanism between TDX devices

Live Migration – in Confidential 

compute



• Special TDs, used for under the 

hood servicing of the main TDs

• Partial access to TD metadata

• Bound by the host to a target TD 

before the target is first 

launched

• Only one type of service TD – 

Migration TD, or MigTD for short

TDX Module

Host VMM

Bind Service TD to Client TD

TDX Enabled Platform

Enter: Service TD

Binding Table
UUID Service TD unique 

identifier

INFO HASH Hash of the Service TD’s 
TD_INFO

… …



UUID Service TD unique 
identifier

INFO HASH Hash of the Service TD’s 
TD_INFO

… …

Service TD

Binding Table



Service TD Main TD



TDX Module

Host VMM

TDX Module

Host VMM

2. Exchange
Migration Session Keys

1. Mutual Authentication3. Write keys to TD metadata 3. Write keys to TD metadata

4. Read & encrypt
TD Data & Metadata

5. Export Encrypted
Migration Bundles

6. Send Encrypted
Bundles

7. Import Encrypted
Bundles

Source Platform Destination Platform

8. Decrypt
& Rebuild TD

Live Migration Flow (high level)



TDX Module

Host VMM

TDX Module

Host VMM

3. Write keys to TD metadata 3. Write keys to TD metadata

4. Read & encrypt
TD Data & Metadata

5. Export Encrypted
Migration Bundles

6. Send Encrypted
Bundles

7. Import Encrypted
Bundles

Source Platform Destination Platform

8. Decrypt
& Rebuild TD

1. Mutual Authentication

2. Exchange
Migration Session Keys

Live Migration Flow (high level)



“What if the 

Migration TD isn’t 

trusted?”

Slides to CVE



Host & Migration TD join forces

1. Keys Exchange

TDX Module

Host VMM (untrusted)

8. Decrypt
& Rebuild TD

2. Write keys to
TD metadata

2. Write keys to TD metadata

5. Share Session
keys with host

3. Read & Encrypt
TD Data & Metadata

4. Export Encrypted
Migration Bundles

7. Import Encrypted
Bundles

6. Decrypt, Manipulate, Encrypt

9. Send Attestation ReportSend Attestation Report?Send Attestation Report



“Ok, so we just 

won’t use 

 migratable TDs”



Migration attribute



Migration attribute



Host & Migration TD join forces

1. Keys Exchange

TDX Module

Host VMM (untrusted)

8. Decrypt
& Rebuild TD

2. Write keys to
TD metadata

2. Write keys to TD metadata

5. Share Session
keys with host

3. Read & Encrypt
TD Data & Metadata

4. Export Encrypted
Migration Bundles

7. Import Encrypted
Bundles

6. Decrypt, Manipulate, Encrypt

9. Send Attestation Report



• Customers can’t distinguish between a fresh 
valid TD, and a rooted one.

→ Goal #1 

Result



1. Added a check for migratable bit on import

No CVE (fixed for TDX 1.5.01.02 release)

Intel fixes



Intel fixes
2. Bound destination TD hash into attestation 

report - CVE-2023-45745

change



TDX Module

Host VMM

TDX Module

Host VMM

2. Exchange
Migration Session Keys

1. Mutual Authentication3. Write keys to TD metadata 3. Write keys to TD metadata

4. Read & encrypt
TD Data & Metadata

5. Export Encrypted
Migration Bundles

6. Send Encrypted
Bundles

7. Import Encrypted
Bundles

Source Platform Destination Platform

8. Decrypt
& Rebuild TD

9. Send Attestation Data

Destination TD hash is immutable 



New goal:

Hijack a Running TD
The method: Instance binding



• Every privileged operation of a Service TD on 
its target triggers a TD_INFO hash check.

• If any value in the TD_INFO changes, the 
binding will break

• In such a case, the host can rebind the Service 
TD using Instance Binding.

Instance Binding



UUID Service TD unique 
identifier

INFO HASH Hash of the Service TD’s 
TD_INFO

… …

Service TD

Binding Table



Instance Binding



• Fake an evil MigTD’s UUID

• “Rebind” evil MigTD to a 
victim TD

• Take over the victim TD

Profit

Victim 
TD

Evil 
MigTD

Valid 
UUID

Instance Binding – Mission Plan



2. Share Session
keys with host

1. Export MigTD

3. Edit UUID

4. Import MigTD with modified UUID

UUID: 1337

UUID: 666 UUID: 1337

TDX Module

Host VMM (untrusted)

Instance Binding – Fake the UUID



UUID: 1337

UUID: 1337

TDX Module

Host VMM (untrusted)

Instance Binding – Fake the UUID



UUID: 1337 UUID: 1337

“Rebind” Evil MigTD to Victim TD with Instance Binding

TDX Module

Host VMM (untrusted)

Instance Binding – Rebind



UUID: 1337 UUID: 1337

“Rebind” Evil MigTD to Victim TD with Instance Binding

TDX Module

Host VMM (untrusted)

Instance Binding – Rebind



UUID: 1337

TDX Module

Host VMM (untrusted)

Instance Binding – Rebind



2. Share Session
keys with host

1. Export Victim TD 4. Import compromised TD

3. Read \ Write TD

TDX Module

Host VMM (untrusted)

Instance Binding – TD Takeover



• Added a check for migratable bit on import – no 
CVE (fixed before release)

• Bound destination TD hash into attestation 
report 

   CVE-2023-45745

• Disable Instance Binding feature

   CVE-2023-47855 

Intel fixes



• Customers can’t distinguish between a fresh valid 
TD, and a rooted one.

→ Goal #1 

• Even existing Migratable TDs can be compromised, 
and secrets stolen

→ Goal #2 

Or in other words…

End result



TD



Timelines

Project 

kickoff

Deep dive 

reviews 

start

Joint 2 

weeks 

Hackathon. 

End of 

review

TDX 

1.5.01.02 

released. 

‘Missing 

sanity 

checks’ 

fixed

TDX 1.5.05 

released. 

CVE-2023-

45745 & 

CVE-2023-

47855 

fixed

May 22

2023
June Sep’23

May 21

2024
May 14Dec’23



• In total we had 21 findings, with 6 confirmed vulnerabilities – 

out of which we presented 2.5 today. Some additional findings will 

be disclosed in the coming months.

• White paper covering all the research is coming shortly. 

• Intel TDX 1.5 was clearly written with security in mind, and 

finding bugs was hard. Most vulnerabilities were found around gaps 

in the threat model between both companies, and this gap is now 

closed. 

• Our confidence in confidential compute maturity raised 

significantly following this review. 

Summary



Thank you for listening

Happy hour time!
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