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What is a web extension?   

“Extensions are software programs, built on 

web technologies that enable users to 

customize their browsing experience.”

https://developer.chrome.com/docs/extensions/



Extension Parts

Manifest

• Metadata

• Behavior

• Permissions



Scripts

Content Script

Runs on the page 

itself

Background Script

Service worker, no UI

Responds to browser events



Available Permissions (Partial)

• Active Tab

• Downloads

• Geo Location

• Identity

• Web Navigation - Browsing history

• System Storage - Connected storage 

devices
https://developer.chrome.com/docs/extensions/reference/permissions-list



Let’s create an extension!



Say hi to…   

Report harmful content. Protect your freedom.

going to build



And now   
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editor after this slide)



https://github.com/AsafShochet/extension-that-steals-everything

Github Link

https://github.com/AsafShochet/extension-that-steals-everything


What can we do?



Mv3 To the Rescue?

Performance

Move Background to 

Service Worker

Security

No external code execution

Improve permissions model



application





No, Really. How can we defend?

Allow/Block Extensions

Restrict Permissions

Prefer known vendors

Disable when not needed

Review permissions

No way to block 

extension



Touching Summary

Extensions are powerful

Extensions can be evil

Now what?
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Thanks for listening!
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