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Igal Lytzki Din Serussi

Research & Response

Email, Messaging & Web

Detection Engineering

Phishing, BEC & Malwares

Led The Response Group
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Phishing Trends & Evasion Techniques (2023-Present)

Post Account Takeover Tactics (Compromised Mailbox)

Why Does Phishing Still Work?

Key Takeaways
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Bypassing Static Text Filters
Invisible Unicode characters.

Display names, subjects, email text & URL text.



Breaking Down The Unicode

!= VIEW REQUEST

\ufeff – Byte order mark

\u00ad – Soft hyphen

\u200b – Zero width space

\u200c – Zero width non joiner

\u200e – Left to right mark

\u202f – Narrow no break space

\u00a0 – Nonbreaking space



Bypassing Static Text Filters
Clickable Images.



Open Redirectors
https://example.com/support/?redirect=example2.com#123093

PROTOCOL://DOMAIN/PATH/?QUERY_PARAMETERS#FRAGMENT

https://example.com/support/?redirect=example2.com#123093

QUERY_PARAMETERS – are often used for redirections (status code 3XX)

redirect=, url=, link= … 

https://example.com/support/?redirect=attacker.com#123093

Allowlist & Reputation

Safe Configurations



QR Phishing   
2023 – Spike in QR phishing, an increase of hundreds of percents.

Over 5% of all phishing emails involve a QR.



QR Evasions



Geo Evasion Blocklists  
• Access is based on geographic location.

• Blocking unwanted regions & security filters.

• Targets desired audience, ensures real victims.

• Observed in most of LATAM campaigns.



Pic

Phishing Kit Blocklist Source Code



The Evolution Of CAPTCHAS   

Completely Automated Public Test to tell Computers and Humans Apart.

Automation Tools

Remote Debugging Ports

Headless Browsing

Been with us for over 20 years.

Image based / Text based / Audio based / Action based



AiTM Website

Click Required (a.k.a 2-Steps Phishing)

Requires a user interaction (additional click).Abusing trusted platforms & services.

AiTM
Embedded External Link



AiTM In A Rise

2018 Nowadays

Adversary In The Middle (2FA / Session Thefts).An Attacker These Days Only Needs:



AiTM - How It Works
1. Bob opens a phishing email.
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2. Bob clicks on Link redirecting him to phishing site.

3. The phishing site initiates a proxy request to the target website.

4. The target website prompts for login or Multi-Factor Authentication(MFA).

5. The phishing site mimics this response to Bob.

6. Bob inputs his credentials or MFA information.

7. The phishing site proxies Bob's input to the target website.

8. The target website responds with a session cookie, which the hacker harvests.

9. The phishing site redirects Bob to another page.



Trapped In A Phishing Loop
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1. Hacker is generating a phishing campaign.

2. Targeted mailboxes receive the emails.

3. Victims are lured and open the phish.

4. Credentials are being entered.

5. Hacker receives the credentials.

6. Suspicious mailbox login.

7. Inbox rules are defined.

8. The mailbox is used to deliver a phish.

9. Known contacts get phished.

10.Recursive phishing – trapped in a loop.



Compromised Mailbox Indicators

Login Anomaly Rules

Subnet

Browser

Location

Operation System

User Agent

Work Hours

Move

Delete

Forward

Auto-Messages

Financial

Name

Hiding Auto-Messages Forwarding Financial Info



Nation-state Threats

Pic

1 2 3 4

1. The operator gains access to a compromised user account.

2. Leveraging this compromised account, the operator creates a phishing email.

3. The phishing email is then distributed to known contacts.

4. The contacts get infected with RMM tools like Screenconnect & AteraAgent.

5. Consequently, the operators acquire access to additional users.

Mango Sandstorm (a.k.a: MuddyWater, TA450)

Origin Target Sector



Out Of Email – Booking.com Phish
1.Phishing hotels.

2.Fake admin panels.

3.Compromising accounts.

4.Using victims’ accounts for phishing.

5.Automated email alerts.
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6.Guests fall for the credit card phish.

5 6



Callback Phishing
1. Spreading out fake renewal's alerts

2. Not a generic credit card phishing

4. Call centers located in India

5. Over 1000 monthly templates 

6. All about trust

7. Goal – getting to the endpoint

3. Usually delivered by free email services

3. Text , Images & PDFs

http://www.geeksquadworld.com



Why Does Phishing Still Work?

System
Wise

Detection
Wise

Organization 
Wise

IP Block

Browsing Method

Host Block

Personal Context

Resources

Bugs

3rd Parties

Interaction

Sandboxing

No OCR

Static Content Filter

Anomaly Modules

Brand Protection

Reputation

Encryption

SPF Records

Errors

No Email Security Filter

Password Reuse

Password Policy

Training

Simulations



Key Takeaways
1.Set a strong password policy.

2.Force 2 factor authentication.

3.Make sure to configure SPF records. 

4.Conduct phishing trainings.

5.Run phishing simulations.

6.Run an annual penetration testing.

7.Monitor inbox activity – logins & rules.

8.Deploy an email security solution.

9.Embrace new innovative technologies.



Igal Lytzki Din Serussi

Thank You For Listening 

@0xToxin
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