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What is ShadowMQ

AI Inference Servers Design Flaw

2024-2026

6+ Open-Source projects
● 5 CVEs (and counting)
● Same vulnerability

0-click RCE from the LAN / Public Internet
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What is Security for AI?

Prompt Injection?

Prompt Injection

LLM01

Everything Else



AI Security Pillars

AI model 
can produce result which lead to malicious 

behavior or code execution.

AI infrastructure 
Open Source that includes a shadow 

vulnerability



What Are Inference Servers?



NVIDIA Triton Inference Server Architecture
Open-Source Software for Scalable, Simplified Inference Serving

What Are Inference Servers?
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Meta Llama-Stack
CVE-2024-50050



Star History



ZeroMQ (ZMQ) Open Source



ZeroMQ (ZMQ) - recv_pyobj()



recv_pyobj() uses pickle



Pickle can run ANY python code

Pickle



PyZMQ Changes

…Shouldn’t be used except for 
trusted sources, just like pickle 
itself. The choice to run this on 
an open socket isn’t a choice 
pyzmq makes, but sounds like 
meta-llama made an unsafe 
choice!...
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Shadow Vulnerabilities?

In a nutshell: It’s a pattern

Vulnerabilities that do not have a 
CVE assigned
●Or the CVE was disputed

Usually known to the maintainer
● It is the developers responsibility to use it right
● Intended behavior, vulnerable by design



Example

Pickle



Do you read the docs? (I don’t)



Pickle Attack Example

Serialize

Send request



ShadowMQ: 
Remote Code 
Execution
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vLLM
CVE-2025-30165

https://github.com/vllm-project/vllm/security/advisories/GHSA-7r7h-4fm4-xv27


vLLM

V0 Engine use pyzmq sockets

V0 was the default engine until version 0.6.0

Workers connected to master node and 
immediately deserialized using pickle

No authorization was implemented

ARP poisoning, TCP injection and many more 
vectors could use this





NVIDIA 
TensorRT-LLM
CVE-2025-23254

https://nvidia.custhelp.com/app/answers/detail/a_id/5648


TensorRT
The Python executor's Inter-Process 
Communication (IPC) system used pyzmq
by default

No authorization or verification implemented

Fixed in TensorRT-LLM v0.18.2 using HMAC 
validation like the pickle documentation suggests

Assigned critical severity (9.3)

https://nvidia.custhelp.com/app/answers/detail/a_id/5648/~/security-bulletin:-nvidia-tensorrt-llm---april-2025


Security Updates
The following table lists the NVIDIA products affected, versions affected, 
and the updated version that includes this security update

TensorRT



SGLang
CVE-???





SGLang



It works? 
Let’s Just Copy It
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Modular Max
CVE-2025-60455

https://github.com/modular/modular/commit/10620059fb5c47fb0c30e5d21a8ff3b8d622fba4


Modular Max



Pytorch Monarch



When you finally catch the person that’s been writing bad code all the time











NVIDIA 
AI-Dynamo
Rust is great, right?





Star History



Shadow MQ



Inspecting the ZMQ handshake and banner



Internet Facing ZMQ Sockets
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Demo Time





vLLM Exploit











Breaking the Copy-Paste Cycle

Update your inference servers frequently

Use HMAC with pyzmq sockets - 
have authorization

Use safer serialization when possible 
(msgpack, protobuf…)

Restrict inference servers to trusted networks 
by design

Implement runtime security controls



Sound Bytes



Sound Bytes

Shadow Vulnerabilities are the worst: disputed, 
won’t fix

AI Vendors “borrow” code that works from 
each other
● But, they also copy vulnerabilities

AI is mostly open source - and works with 
sensitive data
● It is YOUR responsibility to use AI securely, read the docs



ShadowMQ full blog 

https://www.oligo.security/resources/blog
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