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Who We Are   

Who We Do It For?
• Israeli start-up companies

• Microsoft

• Other such small companies

ALON LIVNE

CTO And Co-founder

MATAN MANSHEROFF

Senior Software Expert

• Deep tech consultation/development

• Vulnerability, firmware, embedded and 
other kinds of binary research

• Deep security reviews/audits

• Firmware and embedded research,

• CTFs 

What We Do



Agenda
• “Software Archeology”... ?

• Our “dig-sites” - Kibbutz Dvir and New Jersey

• Reverse engineering mid 90’s software 

• Who cares anyway?

• Case studies - “QText” and “SAGA”



What is to be gained, seen or learned?

● Our thought process
● Unpackers, obfuscators, emulators and 

old software

● Methodology

○ Reverse Engineering

○ Debugging and tracing

○ Web archeology

● Preservation of knowledge

● Have fun!

Motivations and Focus



Getting our bearings

• It’s the early 90s

• GUI is emerging

• ARPANET is still a thing

• BBSs are all the rage

• At the time - 8086 is king

• Our playing-field: MS-DOS



8086 - Overview 

• First released in 1978 by Intel

• Originally just real mode 

• 16 bit CPU, 20 bit memory bus

• 256 interrupt vectors

• x86 register model and instruction-set



MS-DOS - Overview 

• “Disk operating system”

• Command-driven

• Some OS-ish functions

• Dead simple in all respects

• Business applications, games, etc 



8086 – Real vs Protected Mode

Protected Mode (16/32-bit) Real Mode (16-bit) Feature

Flat + Segments (32-bit)
4 GB (32-bit)

Segment:Offset (20-
bit)1 MB max

Addressing

Up to 4 GB 640KB app (≈ 1 MB) Memory Limit

Rings 0–3 (user/kernel) None (Ring 0 only)
Privilege Levels 
(Rings)

✓MMU + Paging
(virtual memory)

No MMU
Virtual Memory 
(Paging)

Protected segments
(+ descriptors)

Simple segments
(no protection)

Segmentation

IDT + Privileges BIOS/DOS (INT 21h) Interrupts

Real Mode vs Protected Mode

A 0 0 0

5 F 0 0

5 F 0 0 0A

16 bits

16 bits

Segment (CS)

Offset (IP)

20 bits



Our mission – Decipher the documents!

Case #1 - QText

• Client (IL) approaches us  

• A trove of password-protected 
documents, credentials to which have 
been lost

• Created using QText, the first Hebrew 
word processor – from Dvir Software



Deep Dive – QText - Demo



• We have a sample of an encrypted document

• Keyspace – 4 characters, limited 

• Encryption adds a single line, 0x1D header to the program

• Brute-force should be easy

• How to execute a brute-force attack? And is there a better solution?

Jumping in



• Is modern tooling good for this?

• Short answer – yes

• Long answer – NOOOOOOOOOO

• Fortunately – we are not alone in our use 
cases – ScummVM to the rescue with 
IDA Free 5.0

MS-DOS - static RE



QText binary



Web Archaeology



Unpacking QText



IDA goodies



Turbo Pascal Overlays



DOSBOX Debugger



1. Break on `int 21`

2. Break on `int 3F`

3. Break on root code

DOSBOX Debugger - breakpoints



DEMO

QText tracing



DEMO

QText tracing



• Mixing function – cross-sums characters

• Validity bitmap – “nudges” invalid characters

1. Mix passcode bytes

2. Concat them 4 times

3. Mix again

Key derivation



Change of plans!

File format 
analysis

Static RE setup

Trace key/decryption logic

Dynamic RE 
setup

Cryptanalysis!

Brute-force



Cryptanalysis



Cryptanalysis - mixing function



Cryptanalysis



Cryptanalysis



Cryptanalysis



Cryptanalysis - generalized



Cryptanalysis

3 potential solutions for 
each byte, for 16 bytes 
means 316



Cryptanalysis



Cryptanalysis



Cryptanalysis



Cryptanalysis done

~213



Cryptanalysis



Cryptanalysis - solved

~27



DEMO

Deep Dive – QText – Summary



SAGA - How It All Started











SAGA - Kicking off











Binary Analysis



DOS Extenders

• DOS stub -> switch into protected mode -> run protected-mode program

• Protected mode enables

○ More usable memory (640 KB → 4 GB on 386+ CPUs)

○ Natural use of newer, 32-bit CPUs (>=386)

○ Flat 32-bit memory addressing

• Examples: DOS/4GW, CWSDPMI, Phar Lap...

• Used in games, CAD, database applications
Jazz Jackrabbit (1994) is built with DOS/4GW



CauseWay DOS Extender

• Stub is linked into the final EXE, runs embedded executable

• Supports running in both 16- and 32-bit protected mode

• Supports very large memory models (>80386SX)

• Compatible with VCPI / DPMI

• Makes full use of 386-level chip capabilities

• Tooling included -

• Linker (WarpLink)

• Debugger (CWD)

• Support & enhancement utilities



Binary Analysis



Crossroads - How to Continue?



A Different Approach



• xBase compiler

• Created in 1985 as a replacement for dBASE III

• Usage of Clipper declined in the early 90’s

• Newer implementations actively developed to 

this day!





Let’s search 0x786 (1926) in 

binary, see what we find:



Original Patched 



THANK YOU
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