‘Two Tales of hacking 90s

~ Alon Livne & Matan Mansheroff
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MS-DOS Software
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ALON LIVNE MATAN MANSHEROFF
CTO And Co-founder Senior Software Expert

- Who We Do It For?

* Israeli start-up companies
* Microsoft

* Other such small companies
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Agenda

« "Software Archeology”...? ]
* Our “dig-sites” - Kibbutz Dvir and New Jersey
- Reverse engineering mid 90’s software

Who cares anyway?

- Case studies - “QText” and “SAGA”
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Getting our bearings

It's the early 90s

* GUlis emerging

* ARPANET is still a thing

* BBSs are all the rage

* Atthetime - 8086 is king

e Our playing-field: MS-DOS

Imgfip
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8086 - Overview

MODE

 First released in 1978 by Intel

19/ 96

» Originally just real mode 'd7 whoes
+ 16 bit CPU, 20 bit memory bus {21 pmm
* 256 interrupt vectors : (::
» Xx86 register model and instruction-set tesr

RESET

; COM1 serial port base

; read byte from port
; write byte to port




,.,.MS-_D‘O.S - Overview

"Disk operatlng system” e ':

Command driven

.ﬁgﬁyﬂ? starting M3-DO3.
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8086 - Real vs Protected Mode

Real Mode vs Protected Mode

Protected Mode (16/32-bit)

Flat + Segments (32-bit)
4 GB (32-bit)

Upto 4 GB

Rings 0-3 (user/kernel)
v MMU + Paging
(virtual memory)

Protected segments
(+ descriptors)

IDT + Privileges

Real Mode (16-bit)

Segment: Offset (20-
bit)1 MB max

640KB app (= 1 MB)

None (Ring O only)

No MMU

Simple segments
(no protection)

BIOS/DOS (INT 21h)

Feature

Addressing

Memory Limit

Privilege Levels
(Rings)

Virtual Memory
(Paging)

Segmentation

Interrupts

16 bits
|« >
-~ OO
’ 16 bits ol
. OEDD
+
20 bits




Case #1 - QText

* Client (IL) approaches us

* A trove of password-protected
documents, credentials to which have
been lost

 Created using QText, the first Hebrew
word processor — from Dvir Software
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Deep Dive - Q [ext - Demo
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~ Jumping in

+  We have a sample of an encrypted document

z . \Keysplace. 54 gha ract_ers,. limited MR
_ .\,/'»:,‘.jl,-:hc,rlyptiovn .édasasingle line, Ox1D header to the program e
E B head -n1 ABC2.TXT | xxd '
‘ fF20 £f20 ff20 20 ff20 3030 2070 32e4 . . . . . 00 p2. 3
\ 2cb4 dc26 d@ad a@50 7080 4030 320d 0a ,..&. ..Pp.@02.. 2 i

head -n1 SPACE.TXT | xxd e SRV
3 £F20 £f20 £f20 £f20 ff20 3030 20db 5cc6 . . . . . 00 .\. |
| 0o0000010: 3223 342c 6497 9062 28c1 3042 840d 0a  2#4,d..b(.@B... |

‘ ". » o Lo .
i - ' o
f y N
i S e s s 40 5 »
qe.

. Brute-force should be easy

~+ How to execute a brute-force attack? And is there a better solution?
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MS-DOS - static RE

* Is modern tooling good for this?

* Short answer - yes

& Long answer - NOOOOOOOOOO qumw&%

* Fortunately - we are not alone in our use
cases - ScummVM to the rescue with 2

IDA Free 5.0 ”“”f"v

e

~



QText binary

-l

(2] 10A ViewaA :j Hex Viewd | B Expots B§ Inpodts | N Nomes \ Funchons | Stings | & Stuchuees | En Enum

0BAh, 4Eh, 32h, 6D3h, GECh, 75h, 0Eh, 36h, S0h, 0DSh
9Ch, 7Ch, 68h, 0CSh, 0a4dh, 66h, ach, 70h, ash, 18h
eA2h, 6Ch, 4Eh, ash, 3Ch, 0C7h, h, 42h, 2, 0BOh, 7
96h, ©CEh, 5Dh, 4Dh, 0Fah, 38h, ah, 76h, GEFh, 32h
1¢h, 25h
0cCeh, 3Ch, oF1h, 45h, &Eh, 3ah, OFh, eBah, 2ah, 3ah
16h, 5. 30h, 1ah, 1, 0ah, 52h, 43h, 58h, 0CEh, %ah
SFh, S0h, 1, OFSh, OFDh., @D1h, 53h, QEDh, 17h, 3, 78h
2, A8h, 0CDh, 43h, OEDh, OCYh, S1h, S56h, 4EN, S6h, 9Fh
59h, 83h, @B1h, @CAh, OF7h, 9, 33h, 18h, 64h, 3, OF8h
73h, ®ah, S6h, 3th, OCFh, 19h, @BGh, @Dh, 48h, 1ah
52h, 89%h, 2ah, 0B8h, 0, 38h, 98h, 25h, 0C2h, 37h, BCIh
78h, 0Bh, 83h, GCOh, 20h, 0D4h, 18h, 1Bh, OFEh, 0Bh
oceh, 87h, 16h, 68h, 00Fh, 0aSh, 18h, &, 17h, 10h, 8Fh
OF2h, 10h, 7Ch, oBh, 44h, 7th, 8, 00Rh, 74ah, 8%h, S6h
h, 74h, OFFh, QE3h, 0ADh, WD3h, 88h, 57h, &Ch, 51h
- h, 80h, 2ah, 4%h, ecch, 0BSh., 15h, a3h, 65h, 8
DESh, OFEh, 30h, &5h, 18h, 58h, 26h, 63h, 9Ch, 51h
53h, 53h, @F7h, 7. BaAh, 53h, @CIh, 81h, OCEh, 3IBh
BECh, 57h, 4Eh, S, 0aBh, 57h, Sah, &, 17h, 94h, aBh
BC7h, 1ah, 0B2h, 26h, 44h, 1, 62h, S53h, 18h, 8Fh, BEFH
SEh, ©Bah, 8, 30h, Sah, OFh, 0, 5Eh, 3Fh, 0D6h, 84h
0D2h, 82h, 5Sh, Oah, 004h, 0EZh, 2, O, 4Eh, 6D5h, 2 dup(1
Sth, @CSh, 7Dh, 2, OFSh, @ash, 57h, 67h, 26h, 90h, 3
0c3h, 3, 007h, 3, GEBh, 7ah, @, 0tEh, OFSh, 5, 86h, 0OC/h
2645 19h, 5Bh, 5Ch, 0FSh, 0cdh, 90h, 0th, 18h, 18h, 48h
5 58h, OC3h, 78h, 15h, 0F8h, 84ah, 20h, 38h, 81h, 0CS8h

nCE
gtext file dos-qgtext-5/QTEXT.EXE

dos-qtext-5/QTEXT.EXE: MS-D0S executable, MZ for MS-D0OS Self-extracting PKZIP archive
gtext
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[ o7 122001 ]
added protectos: thack v ST

[oF. 112001 ]
added! protector: Kovplon The Krvpber w03
[ 0. 222001 ]

| #ddec protector; Aqmadiig 2,01

[ 0.28.2001 )
nddes detager: WEKT-VEDebUGSEr 12D (p-ends debugger)
fixed BORLAND, INTERBASE, Vi-ZENITH, plense vist my FIP,

[ 06272001 ]
addec compressor: PECompact vILE0

[ 0. 28.2001 ]
add4c BORLAND [NTERBASE VE-TENITH, please wisit my FTR

[ D&.25.2001 )
addas precectes:
= Uiniversal Unpacker for Armadillo 1. 7x-2.0

Cipar Bewarty, Lut ma tell yoa | lows you,

DISLITE v1.15
PKUNLITE v3.00




Unpacking QText

seqB00: 028

seq000:0280 public start

seqbbo: 0288

seqopo: 0280 call far ptr unk_1508C8H
seqboB: 285 call far ptr unk_14AA8
seqbon:p28n call far ptr unk_13E6B
seqBOB:B28F call far ptr unk_1368C
seqBBB:e294 call far ptr unk_12A90
seqBfB: 6299 call far ptr unk_11EAB
seqbon:p29E call far ptr unk_11DES
seqgBBB: 6203 call far ptr unk_11DBS
seqbon:a2A8 push bp

seqbo0:02Aa9 mov bp, sp
seqBbB:62AB push cs

seqbBn:B2AacC call near ptr unk_18224
seqB00: 82AF pop bp

seqBBB:02B0 b1 g ax, ax

seqB00: 8282 call far ptr unk_151A9
seqB@B:02B7 db

seqdon: 0288 db

seqBBp: 02B9 db

segifB: 02BA db




IDA goodies

Turbo Pazcal Wa.0/5 |
Address Length Type  Shing

| J—— " |'_|' ' o ant077:0... 0000001E pascal HODF: &ll Stations are Used
TLH':III F':'-'- ':'l v " ow077:0... 00000028  pascal t Open File\x1BHDF: Station Code Mot Found
n o070, 00000020  pascal HOF: Can't Change To Parent Dir
L oetDFF0L,, 00000 F pascal HDF; Can't Change To Qtest Dir

i, o UwrinZri\nPress aNY Key ... - e
di, offset aPressﬁnyKey_ \ \" \ \ Y Covi07F:0.. 00000015 pascal HDF: Wrong Disk Size

C3

di 0. 000DOME pascal HDF: Secret Code Mot Found

ax, ax ; Logical Exclusive OR M gwl077:0.., 00000011 pascal HDF: ‘wiong Media

a 7D, 0000007 e pascal HDF, ‘wrhong Metw ok ID
Write{Text &, String &, Word) ; Call Procedure ** owl77.0... 00000018 pascal HDF: File Len Mis-Match
‘n‘ritE{TE:(t R} . E:all procedure 0700, 00000015 pascal HDF: Wrang File Time

READKEY (void) + call Procedure L anr07F0L., 00000071 pascal HOF: Bad Sth Cre
[bp—E] al o070, 00000011 pascal HDF, Bad Exe Cic
' el I7F0 OO nazral HNDE WwWinnn Movell Senal Mo




Turbo Pascal Overlays

: ; Segment type: Pure code
Program Program - stub001 segment byte public 'CODE
assume cs:stub001
assume es:nothing, ss:not
stru_102C0 db 0OCDh, 3Fh :
dw O =
dd 8
dw 696h
div 64h
dw 1
dw O
db 10h dup(0)

; I  SUBROUTINE 1)
; Attributes: thunk
sub_102EO proc near :

jmp far ptr sub_32F35
sub_102E0Q endp




DOSBOX Debugger

FRegister Overview

EAX= ESI=0B00082388 DS=0813 ES=0813 F3=00080 G5=p000 55=1D8F Real
EDI=00808D2FB C5=0823 EIP=00000280 CB Z0 50 00 AD PO DO I1 TO
EBF=0000091C MOPG IOPL3 CPLO
ESP=0B00D2FO cc=p RUM
ST1=0( B.80 STZ2=00000.80 ST3=00000.00 pfi=1469563.318333333

ST4=00000 .00 ST5=00000.00 STSH=00000.080 STY=00000.00

| ata view (segmented)

0000 :00600000 4B CA OO0 FO OE OO0 70 OO OE 00 70 0O BE 0O 70 08 ~..... Pl Pl -

0000 :00000010 OE 00 70 B0 54 FF 00 FO &40 CA B0 FO &0 CA 00 FB  ..p.T... cos wus
AD g8 FO 87 E9 B8 FB 55 FF B0 FB 808 CE B0 FB . ...:::: Lscammas

08 FoO 80 CE 00 FO Eo CC 0O FO GBE 0B 70 0O
] 66 CO 20 CB 00 FO 40 CB 00 FO &0
0o Co CF 00 FO CO
00 FO ED CB FO CB
DUo0: 00000070 o8 CC 00 FO 58 C9 OO et Ci £

seqgbbp:p28e
seqgdon:a280
seqgdbp:p280
seqgbpp:p280
seqgdon:a28o0
seqgdbo:p285
seqgbpp:B28h
seqgdan:e28F
seqdpb: 9294
seqbdp:.p239
seqBff:823E
B9FF: seqdBb:0243
BYFE: seglfo:p2n8
bp seqB@b: 0249
bp,sp seqdbo:024B
c5 segbpp:B2ac
seqdfa:e2aF
seqofo:p2Bo
seqgbpp:p2B2

ecco:
BeCSE:
aelo:
BACA:

BABD :

] I
o =

e I e I s L s i T e T

oD D o

2
8o
2
A

=0 o

assume ss:segl45

public start

call
call
call
call
call
call
call
call
push
mo

push
call
pop

¥or

call

@ _ SystemlnitSqe

@_ CRTInitSqy
sub_13EGB
sub_ 1368C
sub_12490
sub_11EAB

sub 11DE®
sub_11DB0

bp

bp. sp

Cs

SystemInit{void)

; __CRTInit{void)

near ptr sub_18224

bp
ax, ax
BHal tSgavword

Hal t {Word)



DOSBOX Debugger - breakpoints

1. Break on’int 2T

2. Break on’int 3F

3. Break on root code

Get/set switch character (undocumented)
Get/set country dependent information
Create subdirectory (mkdir)

Remove subdirectory (rmdir)

Change current subdirectory (chdir)
Create file using handle

Open file using handle

Close file using handle

Read file or device using handle
Write file or device using handle
Delete file
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QText tracmg e

Vo 2. % . (1 EAX=00000068 ESI=0040A705 DS=1D8F ES=1D8F FS=0923 GS=0923 S5=1D8F Real ‘ql~--
: ?Vﬁleuqr‘f} ‘x: EBK beoCooesé EDI=0923C12B CS=0D2F EIP-0000B6FE CO Z1 SO 08 AG P1 DO I1 TO '
et = RIS 2 " ECX=00001800 EBP=0000A6F4 NOPG IOPL3 CPL®B
W by ""'4 EDX=0D000A92B ESP=0000A6D6 cc=222584949 RUN
. STO=0000O.00 ST1-00000.00 ST2=00000.00 ST3=00000.00 pfi=248551.897333333

ST5=00000.00 ST6=00000.00 ST7=00069.00

| ST4=00000.00
'.', .~”' ..(tr\'. - _"

:00DDA92B FF 20 FF 20 20 FF 20 FF 20 30 30 20 D4 s o2 s oo oo

:000OA?3E 2B 99 C3 70 F2 EE C2 6D E9 D3 71 7A 32 0D OA 20 +..p...m..qQz2.. X<

;:1DBF:EEBBA?QE 20 20 20 75 2B B2 D4 09 D6 BD BA 20 20 20 20 69 ) i 5;f-7 &
'1DBF:EBBBA?EE 06 9B EB 23 20 68 D6 36 20 6B DB 09 ES 20 BB 74 ...# h.6 k... .t ey

g %Qh , :D00BA96B E4 46 8E FS C3 E4 OD OA OD BA 20 20 20 20 OC 5C .F........ )

A :000BA97B CD 36 OD BA 20 20 20 20 OC SC CD 36 0D BA 20 20 .6.. NG
3 vy ~1DBF:EEBBﬂ?BE 20 20 4E 1B 8E 36 0D BA 00 AS 00 AS 00 AS 0O AS B e
| ‘?{ﬁﬂﬁ"“ :00DBA99B DO AS 0O AS AS 00 A5 B0 AS BB AS 0O AS ) coccnocooconooon

" 0D2F:000006FC CD21
OD2F : 0OOBOLFE 7210
OD2F : 00080760 2689450A mov es:[di+BA],ax es:[C135]=0000




QText tracing

ovr55: Read {(Text &, String £, Word)
ovras5: ReadLn{Text &) ; Call Pro
ovress: sub_138a43 ; Call Pro
ovress: di, [bp+var_151] : Load Ef
ovra55: Ss
ovr55: di
ovress: di, [bp+arg €] : Load Ful
ovra55: es
ovre55: di
ovres5: di, [bptarg 8] : Load Ful
ovras5: es
ovr55: di
ovres5: di, [bp+arg 4] : Load Ful
ovrab5: es
ovra55: di
ovr055: di, [bptarg_8] : Load Ful
ovras5: es
ovre5s5: di
ovrias5: CS
ovrgss: near ptr decrypt _document
ovr055: [bptarg_1C], 8 : Compare
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Key derivation g

R Ko
U ;
SURRER SR IR0
A 4.
2 2; 1 MlX paSSCOde bytes def mix(input_passcode, modifier=0x22):
' ,‘i f_- ‘ passcode = bytearray(input_passcode) # copy
 5L:;pt3§f“ for i in range(len(passcode)):

passcode[i] = (passcode[i] + passcode[j]) & OxFF

‘._'_";,u:,..‘.‘ COncat them 4 t|mes for j in range(len(passcode)):
L

e g R 53_7 i 5‘_;' while not is_valid_char(passcode[i]):
.a§E§Ea|11¥;'_ S passcode[i] = (passcode[i] + modifier) & OxFF
‘ ARREIN return passcode

Y

,,,,,, 3 (“.‘- i
¢ ;
b\ n .\{_ '\1. Jana e

gf%s bs_u_%ns characters

def expand(mixed_passcode):

:" :;3‘.1 S “’ l?; L :
;mwvalmicﬂ1aracters return mix(mixed_passcode * 4).hex()
.%I‘Y;“ .
def is_valid_char(c): ... # 0x22 < c < 0x100
R _g““' S
= R‘

q\- | \ ]

s R \! y t

=Y \’ Ny ¥ LA




Change of plans!

Trace key/decryption logic

Brute-force

O

Cryptanalysis!

File format Static RE setup Dynamic RE
analysis setup



Cryptanalysis

e (Lo [ ) e

concatenated -

p'[e)] p'[ljlp'[zj p'[3] p'[:ﬂ]lp'[ﬂ\p'[zjlp'[ﬂ p'le] p'[lllp'[zl‘p'tal

key bytes - "[51"‘[11|—--l--- PR OO UUDRN BPPPIN EUOUR IR U VOO RPN PR LSt e




Cryptanalysis - mixing function

iteration 1 - [ X + X , y J iteration 3 - l 2x +y |y + (2x + y)l

iteration 2 - (x + X + y, y J iteration 4 - ( 2x + Y 3;52?2: I]y]l




Cryptanalysis

p'[o] p'[1]

mixed passcode - [ 2xX + Yy , 2(y + {2x+y)}J

mixed passcode - (Zx +y |ay+p' [@]q




Cryptanalysis

p'lol p'[1]

[ 0x90 0x80 J

—_— mod 256

[ 2x +y 2(y+p'[®])}




Cryptanalysis

Y = 0x40- 9x92 mod 256 Y = 0xc0- 990 mod 256

= 0xb@d OR 0x30




Cryptanalysis - generalized

n-1
p'[nl/2 -) p'[il mod 256
0

n-1
(0x100 + p'[nl/2) -) p'[il mod 256
Y




Cryptanalysis

p'le] p'[l]Ip'[E]

p'[3]

p'[a]lp'[l][p'[zjlp'[EJ

p :allp'[ll p'[2]]|p'L3]

p'LﬂJIp'[l]’p'[Z]’p’[E]’

k(@] ' k[1] | e l e

e

k[14]

k[15]




Cryptanalysis

k[el ... k[11] k[12] k[13] k[14] k[15]

candidate 1-

candidate 2

candidate 81




Cryptanalysis

k[l ... k[11]

=

mix(candidate 1 * 4)

k[12] k[13] k[14] k[15]

candidate 1

candidate 2

candidate 81




Cryptanalysis

k[0l ... k[11] k[12] k[13] k[14] k[15]

candidate 1

mixed passcode-




sis done
| Not-g_ra, motterrible.

Q=N




Cryptanalysis

VALID_BYTES = b"ABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890, ."

Yy = 0x40- 0x90 mod 256 y = 0@xc0- vx°0 mod 256

bd OR 0x30
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SACA - How It All Started

Forwarded message
<reply-to+e23eb4286b0d@wixforms com>
Date: Mon, Jul 7, 2025 at 6:42 PM
Subject: [Botanica] Contact - new submission
To: <elisha@botanica.consulting>

just submitted your form: Contact
on Botanica

Message Details:
I'd like to discuss.... | own a DOS based legal software from 1999
called Saga Case Management. [t will not recognize a date post

12/31/25. Looking for someone that can modify the program to

recognize dates 01/01/26 and beyond.




hibridderdS 1 point 11 months ago

Lol awesome

[-] networkjack 1 point 11 months ago

If it works, why change?

permalink embed save report

ColdPumpkin9679 1 paint 11 months age

| dom't deal with doctors, lawyers or builders if 1 can. Mot worth the hassle

g H a c ki n g_Tut&a l s [deleted] 3 poinds 11 months ago

Just say no to doctors and lawyers. It took us 20 years to figure that out

permalink embed save report

Saga Case Management Pary Pk £ partactly ece

There is a New Practice
MuthaPlucka - 27 points 11 months ago Manager for Persona' Injury

[=] Flybinyte 1 point 11 months Run the other wa
Run awaylll ’ Firms in New York

permalink embed save report

| Removed

{removed]

2 comments

all 2 comments .- i

Y

* Follow

o 0 Michael Zucchi
PR ORI o [-] torind2000 1 point 11 months ago | jeffal732 12 points 11 months ago Published Oct 22, 2014
We are not your personal army. Next such violation and SE::“UUS'}"

banned permanently. Thank you! RU n awa‘y' as fa st as DDESible ) Good news for NY Pl firms, there is now another choice to upgrade from SAGA.

permalink embed save report

Twitter.com

#pifirms - Twitter Search / Twitter

This IS Everything You Need to Know About the End of #SAGA Case Management
hitp low ly/FV6aq hitp /low lyNTWGp2 sipifirms #iegal

GetAftertForever B points 11 months ago First-Seructure-2407 3 poinis. 11 months age

som 1 point 11 months age

But how:,

Holy F Bat it nuns perectly. Jealous

9 AlTamdalillaa 1¢ 11 mosnie ag permalink embod save mporl
permalink embed save repor it QD - 1 s g -
Is this a US thing? VM nP& 2 poins 11 mondhs ago

peemalink  embed  save parest  repor] Sanously . Super jealous. Back when Microsoll had programmeers and nol LI Dasignens
HovelRelstionshipB30 1 point 11 months ago pesmalink pmbed save parent reporl
Lawyers and Doclors hare have a reputation for being wery cheap with [T

permalink embed save parenl report



>aga Case Management

2
£



Looking for someone that can modify the program to

recognize dates 01/01/26 and beyond.

U1-01-/£06

January 1926 January 2026




People prepared to ""bllg nutu -

A mobile home; a vear's s

*7MraLcU 100a; @ propane generator -

autionary purchases ¢
programmer Scott Olmstead made in

shopping for a handgun.)

those were just some of the prec alifornia computer

advance of 2000. (He also sald he was

-
8y

1908 Felruary

o Dr]t.t"h.
ar 2000 and 2-Di 11.
I};Pl:::;: IIm Planning dﬂl] II‘I]p]PI“PI‘ltdIl}H




SAGA - Kicking off

s DOSBox-X 2026.06.02: CCTMENU - 100%

Main CPU  Video Scund D05 Drive Capture Debug  Help It y
06,0826 HNINA AT LaW (DOG LAWYER) GHEH LOGON_USER ".r '
System Logon Request SAGH oo

user 1d:

Got to know the program

Demonstrated the problem

Let’s start researching!

EE— L R NN







ARCHIVE
FORMBOOK
PIDEMO
SFORMS

(W] CASEDEL.EXE
(W] CASEREST.EXE
(W] CASEUND.EXE

[®] DDMGR.EXE
W] DSALVAGE.EXE
[W]FAEXE

(] FLOATERS.EXE

| | ARCHIVE.DBF
[ CAL.DBF

[7] CASE.DBF

[7) CASEEXP.DBF
[ CATYFIRM.DBF

| DIRTASKS.DBF
["] DOCTORS.DEBF
["] DWRPART.DBF
[") EXPGRP.DBF
[ EXPTYPE.DBF
[ EXPWGRP.DBF

| | PKINDEX.DBF
[ PKRMERGE.DBF
[ POLICE.DBF

[ PROPDEM.DEF
[ REPAIR.DBF

[ | RPTTEMP.DEF

El cHG.Ico

B MOVE2ICO

= PIDEMO.ICO

Bl SAGA.ICO

o) SAGA.INI

o] SAGABAKD.INI

[ SAGA.LCK
TTSAGA.LOG

[ "] READ.ME

[7] SAGA.GRP

IR FTEST.EXE 1z of 104 Pro. -
[@]LS.EXE

(W] LTRHREST.EXE
(] NOTEAN.EXE
(W] PKUNZIP.EXE

(W] PKZIP.EXE

the commerci

Ty the commercial version af IDA Prao taday!
hitp:
Do not display 104 B.x info next time

A database system

(W] Q.EXE [") DIRLITIG.DBF

(] RESTMEM.EXE
W] SETPATH.EXE
(W] WINSTART.EXE
(W] WPFIELDS.EXE
W] XD.EXE

[ DIRMERGE.DBF
[ DIRPRINT.DBF
[ DIRPROV.DEBF
[ DIRSL.DBF

[ DIRSTAFF.DBF
[ DIRSTAT.DBF

[ ] NEGOHIST.DB
[ ] NOFAULT.DBF
["] OTHERS.DBF

["] OTHRPT.DBF
[ PIPORT.DBF

[ | PKFIELDS.DEF
[ | PKHEDULE.DB ==

- A compiler




Load a new file X

Load file natanD THMEHNL

pS-005 executable [EXE] [doz.Idw

Binany file

Procezsor type

Irkel pro % metapc

Please confirm

Loading segrment w0007 000 E r'-|.a bled

Loading offset 00000000 Indicator enabled

l packed file, continue?

Please confirm ot
P Ma
K.ernel options] The inpt
[tail 19F

Packed Files

Sometimes, executable files are shipped in a packed form.

01962 =
It means that to disassemble these files you need to 1703778

unpack them. [ Pronpes,
1.62 MB (1.703.810 bytes) |

IDA displays this message if the relocation table of the
input MZ executable file is empty.



% Load & new file

Load file C:\Ukersimatan\Desktop’sagalmount!

Processor type (double-click to sef)

Irvtesd 304365 el

It B85

Irvted Pentum 4

Irited Pendum I

Ervteed Pensum 10

Irvted PenSum Pro (8] wath MM

Il Pensum probected with MMX

Trvbsl P riil with MV

HetaPC (drsassemble all opcodes)

Loadeng seqgrment  CoD000000000000000

Loadang offset

Faent Gags

Fill seq :
1B Lead b5 code segment

®| seg000:64A90
Line 19 of 4051

Type

NN nNnnnoOn0nn

String

etrieving form document merge codes. Please wait...

nalyzing form document merge codes. Please wait...

aming: Form document

has no merge codes.

bstituting invalid merge codes with valid ones. Please wait...

Id Invalid merge codes detected. Unable to convert,

erifying that all merge codes are valid. Please wait...

he following merge codes are invalid: Yin\n

nvalid Merge Codes in form document

CASE%\\%D0OC%

Enter directory to store merged documents

THIS WINDOW WILL INITIATE A DIRECTORY PATH AND NAMING CONVENTION FOR ALL
DOCUMENTS PRODUCED THROUGH THE SAGA SYSTEM. THIS SETUP WILL AFFECT THE
WAY YOUR DOCUMENTS ARE SAVED IN YOUR WORD PROCESSOR AND IF IT IS NOT DONE
PROPERLY YOU MAY NOT BE ABLE TO FIND YOUR DOCUMENTS. EDITING THIS WINDOW
MUST BE DONE BY THE SYSTEM ADMINISTRATOR WITH THE HELP OF SAGA'S TECH
ISUPPORT. P

LEASE CALL SAGA AT (212) 370-5700 BEFORE YOU CONTINUE.

erged Document Default Path:

Document Naming Template:

Template wild codes: %CASEY% %PNAMEY% %DOC% YUSER % Y%DAY % %YEAR % %MONTHY%
Template example: \"%CASEY\\%USER %\\%D0C% for case = 99999, User ID MARY,
document name \'PLEAD.LTR\" becomes \"33953\\MARY\\PLEAD.D00\".

The above example will store all merged letters in a sub directory

ith the same name as case = and USER ID under the directory

entered above. The extension will be a a unique generated number,

erged Document Path

erged Document Template Name

ou must enter a full path. Contact administrator for help.

Document directory must not be the SAGA path.

6Document directory must not be the form document path.

Directory does not exist.

nable to create \"




Binary Analysis

Copyright

2 files -
nmed in the large

36-11-93

" amindlost/ow - src/

L ekl -
| MZP. ...

YLD e
Y. ] L.,
0.EQf

cofle-] =777

- |

EQ:40;0M

MDT
ne

115 program mus

S \USEWAY DOS EXTENDER

t be run

vs " momomomomomomom

% I char *BaselataFileNane
L L ] L ] .I. | L L]
- char +Datafiletxtension
"
cha onalPrefix : burn=in
B E S S
ure- "VARPYRAPL " :

SR S S : 3 #include <stdio.h>
$include <dos.h>

Binnluda saveinn R

------- repository contains the source code and binaries of Devore Software & Consulting's CauseWay DOS Extender

v3.52, released 2000-01, for the purpose of archival and preservation. As of 2022-01, the original web site is still
available, but the pages containing the software are not; a mirror is available on the W [

Originally, the code was in a subdirectory under ‘source/all’. Everything has been moved up one directory and the “all’

subdirectory has been removed. The ‘source’ directory has been renamed src’.

In addition to the binaries and source code, a copy of the CauseWay documentation in HTML format has been added
to the 'doc’ subdirectory.

Also, the source code for WarpLink v2.70 and WarpLink32 have been included under 'src/wl’ and ‘src/wi32',
respectively.




DOS Extenders

DOS stub -> switch into protected mode -> run protected-mode program

Protected mode enables
o More usable memory (640 KB — 4 GB on 386+ CPUs)
o Natural use of newer, 32-bit CPUs (>=386)

o Flat 32-bit memory addressing

Examples: DOS/4GW, CWSDPMI, Phar Lap... WHPHP — °‘-

Used in games, CAD, database applications ::‘-:.
Jazz jackrabb/t ( 7994) is built with DOS/4CW



CauseWay DOS Extender

o Stubis linked into the final EXE, runs embedded executable

* Supports running in both 16- and 32-bit protected mode
« Supports very large memory models (>80386SX)
« Compatible with VCPI / DPMI

« Makes full use of 386-level chip capabilities

* Tooling included -
 Linker (WarpLink)
* Debugger (CWD)

- Su pport & enhancement ut|||t|e5 db = Copyright 1992-99 Michael Devore.”,13,18,"A11 rights reserved.”,13,18,0



B nary An Iy5|s

*\ }

\8 5

R
. A Wy -
0
5] ¥
W .
"
13
: ~ o
‘ -

N CAUSEWAY=PA
D1;PRE:2; LOWMEM:
530.CLIPPER=GCFR
. EQ:40;0MEM:4.PRO
~| MPT=Sv$_Type “"EX
IT" Return to SA
" GASQSD_STSHSHSHS
| HSHSHS_SPSG.LIB=

----------------
----------------
----------------

................

.~ .UCauseWay DOS E
.~ xtender v3.38 Co
| pyright 1992-97
Michael Devore..
. .All rights rese

rved.....Z2.j.fC.

CauseWay 3P executa

i3 50 61

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

44
00
40
00
00
00
00
00
00
00
00
00
00
00
00
00
00

19
10
00
00
SA
F8
93
Co
15
9E
36
BO
CA
1
1E
31

D1

00
00
00
00
12
00
02
01

06
04
00
03
02
06
00
02
05

71
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

18
00
00
00
02
02
02
02
02
02
02
02
02
02
02
02
02

18
FC
00
00
60
BO
30
30
20
70
10
DO
40
50
50
ED
90

)

00
05
00
00
12
13
17
1B
28
2E
30
3A
A4
4F
20
25
EB

08
58
00
00
00
00
00
00
00
00
00
00
00
00
00
00

,\\.

blé.‘(\32 bit proteeted mbdé"f v

35
1B
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

19
00
00
00
47
F6&
16
CA
AB
52
10
aD
=1
DD
48
cD

00
00
00
00
00
00
02
06
01
01
07
06
04
00
03
2F

EA
co
00
00
00
00
00
0o
00
00
00
00
00
00
00
00

0A 3PaD..q ee.5..E |

0A X5......0.X...E.
[ R 0 S
T} amcocmcoomooooo:
02 ....Z2... ...G...
02 *...e...%...0...
02 *..."...P.......
02 p...A...0...E...
()2 (..«...
02 P)..%...p...R
02 ®/..6....0......
02 7..°...B:......
02 pA..E...@D.."°
02 &H..Y...PO..Y
02 OP...... PP..H
02




Crossroads - How to Continue?




A Different Approach

‘"« DOSBox-X 2026.06.02: CCTMENU - 100%

t Main CPU Video Scund DOS Drve Capture [ g Help
o ol CPU Tupe: 80486
AR SR ol ' Hath Coprocessor Found: Yes
S LA | Free Diskspace(): 2,013,265,920

SR Color Setting: N/BG,G+/BR,B-N,N/N,GR+/BG
Rt Py ‘ CLIPPER setting: GCFRE(Q:40:0MEM:4
CAUSEWAY setting: PAD1:PRE:2:LOWHMEH:530
TEMP setting:
THP setting:
fivailable Handles: 167
[ Clipper SETtings 1]
Exact: Off Fixed: Off
Decinals: 2 Date Format: mm/dd- yy
Exclusive: Dff SoftSeek: Off
Unique: Off Wrap: On
Cancel: On Deleted: Om
Read Exit: Off Intensity: On
R Path:
Default:

: = ———————— [ Hemory Status ]
g ] Hem(0)=Total Char Space Mem(1l) =Largest fivail Block
Ay 3 1 Hem(Z)=Avail to DOS Hem(3) =Total UHH

<CTRL-FP> Print <CTRL-3> Save to File <E3SC> Exit

'_‘\,'_~. T

AN



- COMMAND - DOS in a BOX - O X

stet i eld

rld.pryg

Hello rl

s“test li 1

lipper (B3 U

I||..|;||' il t 199 fil f it 1]
icrozoft ( loating Foint Suppor L e

apyr ight Hicrozoft Corp 1984-1987 fill Rights Reszerved

If1E available

ompil ing WORLD.FRG

le 2 51, Symbols 48, Constar
shxtestrrtlink File world

RTLink for Clippocr Bygmamic Ivcr lay Linke Fre nkor Vers ion
(C) Copyright Pocket Sof I 19868-1991. All Rightz Heserwved.
1K
% trdi
I0RLD . EX]
ORLD ., PR
I0RL 184
S i rld

Compiling and running hello world program
From Wikipedia, the free encyclopedia

« xBase compiler

prowerfel,
sleek,  Created in 1985 as a replacement for dBASE Il

speedy and * Usage of Clipper declined in the early 90’s

>l cparnt.”
elegant:: « Newer implementations actively developed to

Why not ? Clipper is a high level programming language and is the best one.

this day!



Date & Time

SET CENTUR? Modify the date format to include or omit century digits

SET DATE Set the date format for input and display

SET EPOCH Control the interpretation of dates with no century digits

Set()

Posted on January 19, 2014 by vivaclipper

Set() _SET_EPOCH -nYear=
Changes or evaluated environmental settings
Determines how to handle the conversion of 2-digit vears to 4 digit vears. When a 2-digit
vear is greater than or equal to the vear part of the epoch, the century part of the epoch is
Set(<nSet> [, <xNewSetting> [, <xOptien> ] ] ) --> xPrevicusSect! added to the year. When a 2-digit year is less than the year part of the epoch, the century
part of the epoch is incremented and added to the year. The default epoch is 1900, which
converts all 2-digit vears to 1920, Example: If the epoch is set to 1950, 2-digit years in the
<nSet> Set Number range from 50 1o go get converted to 1g:xx and 2-digit vears in the range oo fo 49 get
converted to Z

Syntax

Arguments

<xNewSetting > Any expression to assign a value to the setting

<xOption> Logical expression

<nSet> «..\:_\'e-.\‘Setting > <:;Opu‘on >




B8 16 60 BB F9 B9 53 BB B0 B0 53 BE 58 9A 32 81 ,..»0.S»..S.P32. b
F8 85 83 C4 B8 CB 2A 80 BB 28 B8 B9 18 B8 88 2A o.fA.Ex..(..... * AT N
15 88 72 72 64 2F BE B8 2F BA B8 2F 89 88 2A 17 ..rrd/../../..». | L L8
88 B4 64 B1 B5 58 58 58 58 58 B8 2F 11 88 2F 18 .dd..XXXXX./../. ‘
88 2F OF B8 2A 1C BB 3B 14 00 2B 81 88 71 71 12 ./..*..;..+..qq. &
B2 B8 12 B3 B0 12 B4 BB 12 65 60 12 86 88 12 B7 ................ O
Let's search Ox786 (1926) in 80 12 89 88 33 B7 B8 B7 B5 86 B7 B4 08 87 82 88 ....3........... -'
2A 28 80 13 BA BB 3B B5 B8 3B 86 B7 27 B2 8B 2A * ....;..;f.'..*
binary, see what we find: 22 88 13 9B 80 13 BC BB 29 BB BB 27 B1 BB 2A 38 "....... Yoo
‘ 86 13 8D BB 29 606 68 78 1B 78 B0 2A 39 88 13 BE ....)..p.p.*9... | ~
Bi: 88 3B 98 B1 3B B5 08 27 B2 80 2A 3A 88 13 OF B .;..;..'..*:.... [0
TG TR : ‘ B1:E388 29 88 88 7C C8 76 13 18 88 B1 3C 52 65 69 BE 64 )..|Ev....<Reind |
e AR b B1:£398 65 78 2F 4D 61 69 BE 74 65 6E 61 BE 63 65 20 69 ex/Maintenance i
) “w . : B1:E3AB BE 28 78 72 6F 67 72 65 73 73 2E 2E 2E 28 58 6C n progress... Pl
\ ‘(f..\ihf Ay e 1w Find Results v X Inspector
A e R AR : Found 12 occurrences of 8607, Binary 10000110
AR v S 1 a 8E55h 807 Signed Byte 122
14AB4h 8607 i
1E34Ah 8607
64686h 8607
77741h 8607 Signed Tt 62
B2605h 8607 UnsignedInt 36112262
B60EBh 8607 Signed Int64  9616328732641158
BD705h 8607 Unsigned Int64  9616328732641158
CC2FBh 8607 Float 1227138e-37
DAFD1h 8607 Double 5.05204761431378¢-308
114€E6h 8607 Half Float 0.0001147985
18AASER 8607 String 100

NNCNATE 12 /N 71002

=
" e T e e e e T et e e R O T
AR SRR

AL | ZaR\ \ ' - ) b TR Sy



« DOSBoxX 202650600 CCTMENL - 1007% - D x + DOSBox-X 2026.06.03: CCTMENU - 100% - D x
Main CPU Video Sound DOS Drve Capture Debug Help Main CPU Video Seund D05 Drve Copture Debug Help

D1-/01/7£6 01-01-26

LESI LIS 1EFAILFIT
Dutstanding Outstand ing

January 2026 '-'




THANK YOU
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