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Capabilities

Cloud Environment

Operator Dashboards

OPSEC mistakes

The framework 

sources

AI written code

Malware DeveloperAttacker

THREE Points Of View   
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VoidLink Versions
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VoidLink Reemerges

02.12 10.12 25.12 2026?

VOIDLINK-TEST

First sample

debug symbols 

without C2

Full infection chain

multiple samples, 

configured with C2

Production level

VOIDLINK-DEV VOIDLINK-2025

Voidlink reemerge

VOIDLINK-X
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VoidLink: Cloud-Native Malware



C2, Networking & Traffic Camouflage

Multi-Protocol C2
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C2, Networking & Traffic Camouflage

Multi-Protocol C2

Traffic Disguise

Mesh & Relays



C2, Networking & Traffic Camouflage



Stealth, Self-Protection & Anti-Forensics

Rootkit
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Stealth, Self-Protection & Anti-Forensics

Rootkit

Anti-Analysis

Anti-Forensics



Stealth, Self-Protection & Anti-Forensics



Environment & Core Runtime

Fingerprinting
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Environment & Core Runtime

Fingerprinting

Adaptive

Behavior



Environment & Core Runtime



Post-Exploitation, Plugins & Data Theft

Modular
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Post-Exploitation, Plugins & Data Theft

Modular

Plugins

Exfiltration



VoidLink: Cloud-Native Malware



THE

ATTACKER



VoidLink - Attacker View



Dashboard - Three Panels

Dashboard

Attack

Infrastructure



Dashboard



Dashboard - Builder

Features:
■ Bundle\Implant\Stage1\Loader

■ Evasion Level

▪ Code Integrity

▪ SMC
▪ Anti sandbox

■ Communication protocol

■ Build options:

▪ One time link

▪ Symbols
▪ Ignore cache



Dashboard - Attack



Dashboard - Rootkit



Dashboard - Credentials

■ SSH:

▪ Key

▪ Configs

■ System:

▪ Bash history

▪ Environment

■ Cloud:

▪ AWS

▪ GCP



Dashboard - Infrastructure



Plugins



Plugins
Recon

net topology

port scanner

user enum

sys info

proc list

net ifconfig

service enum stealth

service enum

mount info



Plugins
Recon Credentials

net topology browser stealer stealth

port scanner browser stealer

user enum gpg keys

sys info ssh harvester stealth

proc list ssh_harvester

net ifconfig mimi penguin lite

service enum stealth passwd_dump

service enum keyring dump

mount info



Plugins
Recon Credentials Anti Forensics

net topology browser stealer stealth log wiper

port scanner browser stealer timestomp

user enum gpg keys history wipe

sys info ssh harvester stealth

proc list ssh_harvester

net ifconfig mimi penguin lite

service enum stealth passwd_dump

service enum keyring dump

mount info



Plugins
Recon Credentials Anti Forensics Lateral 

Movement
net topology browser stealer stealth log wiper port fwd

port scanner browser stealer timestomp smb exec

user enum gpg keys history wipe ssh worm

sys info ssh harvester stealth ssh tunnel

proc list ssh_harvester

net ifconfig mimi penguin lite

service enum stealth passwd_dump

service enum keyring dump

mount info



Plugins
Recon Credentials Anti Forensics Lateral 

Movement

Cloud

net topology browser stealer stealth log wiper port fwd k8s exec

port scanner browser stealer timestomp smb exec k8s privesc

user enum gpg keys history wipe ssh worm docker escape

sys info ssh harvester stealth ssh tunnel

proc list ssh_harvester

net ifconfig mimi penguin lite

service enum stealth passwd_dump

service enum keyring dump

mount info



Plugins
Recon Credentials Anti Forensics Lateral 

Movement

Cloud Persistence

net topology browser stealer stealth log wiper port fwd k8s exec cron persist

port scanner browser stealer timestomp smb exec k8s privesc ld preload

user enum gpg keys history wipe ssh worm docker escape systemd persist

sys info ssh harvester stealth ssh tunnel

proc list ssh_harvester

net ifconfig mimi penguin lite

service enum stealth passwd_dump

service enum keyring dump

mount info



Plugins
Recon Credentials Anti Forensics Lateral 

Movement

Cloud Persistence Tools

net topology browser stealer stealth log wiper port fwd k8s exec cron persist env vars

port scanner browser stealer timestomp smb exec k8s privesc ld preload file mgr

user enum gpg keys history wipe ssh worm docker escape systemd persist term pty

sys info ssh harvester stealth ssh tunnel exploit dirty pipe

proc list ssh_harvester hello plugin

net ifconfig mimi penguin lite simple test

service enum stealth passwd_dump

service enum keyring dump

mount info



Task Management



OpenDir



OpenDir

Implant Backend Frontend

Sources



OpenDir

Malware SSH Bash History

Logs



OpenDir - TRAE

TRAE



APT-Commercial-Research?

Real Attacks:
■ Custom Scripts to exploit attacks:

▪ OWA

▪ Cisco VPN

▪ RDP

▪ Redis

■ Other Backdoors:

▪ VShell

▪ CobaltStrike (old version)

■ Targets are Chinese Tech organizations



THE

DEVELOPER



AI At The Core Of VoidLink

AI-Generated 1 Dev + AI < 1 Week



Who's That Coding Agent?

CODEX CLAUDE Code ???





TRAE Traces

Leaked Files AI Prompts Chinese Doc



The Main Prompt & Spec-Driven Development

Seed



The Main Prompt & Spec-Driven Development

Seed



The Main Prompt & Spec-Driven Development

Seed Spec



The Main Prompt & Spec-Driven Development

Seed Spec Code



Markdown Residue: AI-Written Plans & Sprints

.md Collection 3 Virtual Teams Sprint Planning Specs = Code



Voidlink Reemerges

Written in RUST
But compiled in zig

environment

Similar Classes
beacon\relay\comm\evasion…

Additional Capabilities
Commands, Exploits, Plugins

Windows implant
same code base



Summary

Cloud-First

AI-PoweredOPSEC

Capabilities



THANK YOU
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