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THREE Points Of View

Malware Attacker Developer
Capabilities Operator Dashboards The framework
Cloud Environment OPSEC mistakes sources

Al written code
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VoidLink Reemerges

02.12 10.12

25.12

20267

O 9

VOIDLINK-TEST  VOIDLINK-DEV

First sample Full infection chain
debug symbols multiple samples,
without C2 configured with C2

7\
-

VOIDLINK-2025

Production level

O

VOIDLINK-X

Voidlink reemerge

| BeHar IL



THE
MALWARE

| BeHaT IL



VoidLink: Cloud-Native Malware
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C2, Networking & Traffic Camouflage

Multi-Protocol C2
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C2, Networking & Traffic Camoutlage
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C2, Networking & Traffic Camoutlage

Multi-Protocol C2

Mesh & Relays
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e RN
i ; _ u8 camouflage_ http camouflage DEFAULT_ API PATHS[B]
 camouflage_http_camouflage DEFAULT API_PATHS __ uf —— s
; ; DATA XREF: .rodata: off 1012580+40 ; "/api/vl/users/profile"
<offset anon_16857, 15h> "/apx/vl/notxfxcatxons
<offset __anon_16859, 10h> "/api/vl/settings"
<offset __anon_16861, 1&h> "/api/vl/analytics/events" API routes
<offset anon_16863, 0Ch> "/api/v2/sync"
<offset anon_16865, 11h> "/api/v2/heartbeat"
<offset __anon_16867, 1ih> "/api/health/check"
<offset __anon_16869, 0Ch> "/api/metrics"
16894 20100h ; DATA XKEF: .rodata:UUUUUUUUULIULIZO90+0
camouflage http_ camouflage DEFAULT_ USER AGENTS[S]
lage_http_camouflage DEFAULT_ USER_AGENTS B 14000 .
; DATA XRE : .rodata:00000000010125A0¢0 ; "Mozilla/5.0 (Windows NT 10.0; Win64; x6"...
<offset __anon_16902, 75h> ; |'Mozilla/5.0 (Macintosh; Intel Mac OS X "
<offset __anon_16905, 65h> ; |Mozilla/5.0 (X11; Linux x86_64) AppleWe"
<offset __anon_16909, 50h> ; [Mozilla/5.0 (Windows NT 10.0; Win64; x6"...
<offset __anon_16913, 54h> ; |Mozilla/5.0 (Macxntosh Intel Mac OS X "...
offset __anon_16932 = = ity
;| "Accept"

:!!s.t _—anon_16934 ;| "application/json, text/plain, */*" User'AgentS
2::..: _anon_16941 ;| "Accept-Language"
gigut __anon_16943 ;| "en-US,en;g=0.9"
g?;lot —anon_16950 ;| "Accept-Encoding"
offset _anon 16952 ;| geip, deflate, be" Headers and Cookies

11h
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Advanced C2
Capabilities

Flexible, resilient, and hard to

SRBRA8RR88E B

detect t u8 off_ 1012580
12580 dg offset camouflage_http| camouflage DEFAULT_API_PATHS
;| DATA XREF: camoutlago http_camou!lagc _CamouflageConfig_default+Fio

8
offset __anon_16894

ffset camouflage_http| camouflage DEFAULT_USER_AGENTS

ffset __anon_16751 ;| "application/json”

__anon_16929

__anon_16959

- BRRBSRRB8RE
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Stealth, Self-Protection & Anti-Forensics
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// Select rootkit deployment method depending on environment
vi0 = stealth_stealth_manager_ StealthManager_selectBestMethod (self);
switch ( (vi0 + 4) & 7 )
{
case 0:
v8 = :t:nlth_stnlth_unaqor_m:nlthulug.t_act1vatol.d?nload (self);
if ( iv8 )
' oto LABEL_7;
tin_returnError();
result = v8;
break;
ase 1:
v7 = stealth_stealth_manager_ StealthManager_activateProcHide (self);
if ( Iv7)
goto LABEL_7;
builtin_returnError();
result = v7;

Deep Stealth & .7

ase 3:
H debug_FullPanic__function__defaultPanic memcpyAlias_0();
Evasion T raeit:
; : : : ase 4:
Anti-analysis & anti-forensics, by  retusn 0;
ase 5:
ase 6:
v6 = stealth_stealth_manager_ StealthManager_ activateEbpf (self, method);
if ( !'v6 )
' goto LABEL_7;
builtin_returnError();
result = v§;
break;
case 7:
v9 = stealth_stealth_manager_ StealthManager_activatelLkm(self);




Environment & Core Runtime
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Environment & Core Runtime

E)

Adaptive
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—cdecl Aduptor cloud dm& cxondbctoctor z.tehmtmn(mpu: eloud_d.uct CloudDetector Oult) 1

unsigned __inté4 vi; // rsi
us v2; // 8
—us v3; // 8
_us v4; // x8

U8 +path_4; // (rsp+38h] [rbp-48h]

.dnpto: cloud_detect_CloudDetector_readCloudInitData(self);
( *(_QWORD *) (vl + 16) )
S Ateturn 0;

‘J:_d = adapter_cloud _detect_CloudDetector_readEnvVar(self, (__u8)_PAIR128__ ("AWS_REGION", vl)).ptr;
path_4 )

_cloud_detect_CloudMetadata_setRegion(
{(adapter cloud_detect CloudMetadata *)self,
(__u8)__PAIR128__ ((unsigned __inté4)path_4, vi + 16));

len = (usize)"/latest/meta-data/placement/region”;

2.ptr = (u8 *)80;
dapter_cloud_detect_CloudDetector_ fetchMetadataHTTP (

= self,
Env"'onment éﬁ:‘)—”m“—( 169.254.169.254", vi),

v2

Awareness (__u8) Oxz2uLL) ;

3. 8 *)80;
) 3.m : :3.111)'/l.telt/mc-dntllmntnnco—u';
Understands and adapts to its _cloud_detect_CloudDetector fetchMetadataRTTP(

i 8__("169.254.169.254%, vi),
surroundings e ( )

v3,

(__u8)O0x1DulLL);

44.ptr = (uB *)80;

vd.len = (usize)"/latest/meta-data/instance-type";

adapter_cloud_detect_CloudDetector fetchMetadataHTTP(
self,

(__u8)__PAIR128__("165.254.169.254", vi),
OxFu

vd,
(__u8)0x1Full);
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VoidLink: Cloud-Native Malware

Environment
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core runtime
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ATTACK MODULE

Q Reconnaissance

o® Evidence

) Persistence

o Horizontal
movement

Pxocess
injection
Concealed
Modules

Counterxr-
evidence

Concealed Modules

LKM - eBPF - Process/Port/File Hide

O Overview W Quickly hidden. £\ EDR Scanner

& Hidden port

Hide from netstat/ss output

Port number (such as 443)

Hiding the file

Hiding from the 1ls/find output

/path/toffile
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Selecting the target...

© The Hidden Process

Hiding from ps/top output

PID (asin 1234) a2y N

4 Hiding an executable file % i A e

Hide the /proc/PID/exe symbolic link

/path/to/binary
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Dashboard - Credentials

m SSH:
= Key
= Configs
s System:
= Bash history
= Environment
s Cloud:
= AWS ®
= GCP
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® net_ifconfig v3

® net_topology_v3

OUNTER-EXAMINATION

@ history_wipe_v3

© k8s_exec_v3

® user_enum_v3

® port_scanner_v3

0

© timestomp_v3

© docker_escape_v3

@® proc_list_v3 @® sexvice_enum_stealth_..

16.2 KB

@ service_enum_v3

© log _wiper_v3

© k8s_privesc_v3

Al

® sys_info_v3




Recon

net topology

port scanner
user enum
sys info
proc list

net ifconfig

service enum stealth

service enum

mount info
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Plugins

Recon

net topology
port scanner
user enum
sys info

proc list

net ifconfig

service enum stealth

service enum

mount info

Credentials

browser stealer stealth

browser stealer

gpg keys

ssh harvester stealth
ssh_harvester

mimi penguin lite

passwd_dump

keyring dump

Anti Forensics

log wiper
timestomp

history wipe

Lateral
Movement
port fwd

smb exec
ssh worm

ssh tunnel

Cloud

k8s exec
k8s privesc

docker escape

Persistence

cron persist
|d preload

systemd persist

Tools

VAYETS
file mgr

term pty

exploit dirty pipe
hello plugin

simple test
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' Task Details # 61

digent
TBA22de9 -8 Td - 5638-b3b2 - 5c24b361Fd2F

state

completed

pErameter

{"capture_stderr=:false,"capture_stdoul”:

MO_CRONTAB™ , " comnand_i1d™ :18, "emvironnent

+ Exacution result

Type/Opcode

Lt ale]

Creation time

1225 A3:-14-60

false, “command” : "crontab -1 23 dev/null | head -5 || echo
shull, "process name”:"bash®, "shell”:~bash”, “timeout” :18, “working_d

Ef5 ¥ ® ¥ ¥ Fflock -xn ftmpfstargate.lock -¢ " fusrflocal/qcloudfstargate/admin/start.sh > fdevinull 2>81

§

o
T3 ks
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OpenDir

Sources

Implant Backend Frontend
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OpenDir

Logs
Malware SSH Bash History
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OpenDir - TRAE

VoidLink-2025 M#3Z5|

EEHE Week 14 (1340 + FEEikE)
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# FRAIHATREES

= A& G BE%

bt - kel

ApitE. md #r MHHES (Week 14)
Week14-30iHR{ESH ML md i Week 14-30 0T, HE
VoidLink-2025-§—Féitf)-v3.1-30/0- T 8E.md
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APT-Commercial-Research?

Real Attacks: B oo

m  Custom Scripts to exploit attacks: VEN_HOST=""
OWA e
Cisco VPN -
RDP ks -
Sk S I——
= Other Backdoors: ser=" M S e ————
VShell DBID="62fe5£222b2a91"
CobaltStrike (old version) echo "

= Targets are Chinese Tech organizations

echo " A
¢ REPEZH

+ BleHar IL
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Al At The Core Of VoidLink

Al-Generated 1 Dev + Al < 1 Week

@
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Who's That Coding Agent?

CODEX CLAUDE Code
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TRAE Traces

Leaked Files Al Prompts Chinese Doc
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The Main Prompt & Spec-Driven Development
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The Main Prompt & Spec-Driven Development

Only perform architecture review, security risk analys
Do not provide or implement technical details of adver:

penetration/evasion.

Please copy “c2 architecture.txt™ to the working direc
paste key sections here (table of contents, module descr
specifications).

I will parse the text in read-only mode to extract str

o=
i}

Identity high-level components: ~“Controller/Server/A

LA

O 4

Draw data flow and call relationships: Task dispatch,

callback, logging and auditing. l
Communication protocols and encryption: Channel types,

rotation strategies, replay and integrity protection.
Reliability and robustness: Failure retry, reconnectio

limits.

' BueHar IL
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The Main Prompt & Spec-Driven Development
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Markdown Residue: Al-Written Plans & Sprints

.md Collection 3 Virtual Teams Sprint Planning Specs = Code
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Voidlink Reemerges

Written in RUST
But compiled in zig
environment

Similar Classes
beacon\relay\comm\evasion...

\ s . b
4 ) 4 )
Additional Capabilities Windows implant
Commands, Exploits, Plugins same code base
. J . J
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Summary

Capabilities Cloud-First
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