


The Sooner Organizations Start their 
Quantum-Safe Transformation
the Safer They Will Be.

Systems are vulnerable 
already today: 

1. Encrypted data can be recorded and 
stored today to be decrypted in the 
future (harvest now, decrypt later)

2. Hard-to-update systems with long 
deployment lifetimes

Multi-year 
and complex transition:

1. The scale of reaching quantum-
safety is pervasive, spanning 
multiple security layers.

2. Inventorying and updating all 
asymmetric cryptography usage is 
a complex and expensive process



Modern Cryptography - Understanding the Hype Vs. Reality 
Today’s quantum computers do not pose a legitimate threat - Practical quantum 
advantage begins with millions of qubits

Physical Qubits Required (estimated for 10−6 error rate)
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1M-3M

10M+

1M+
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Applications

Roughly where 
we are today 

1300~

Solving models of 
academic interest

Chemistry simulations

Cryptanalysis (RSA/ECDH/ etc.)

Materials science
simulations

Leadership-scale
solutions start at

1M physical qubits



I need 
1 million 
qubits...

x100 Reduction 
in ~14 Months!



Quantum-Safe Solutions Available Today
Symmetric Encryption and Post-
Quantum Cryptography (PQC)

Symmetric encryption could be 
considered quantum-safe

PQC are new asymmetric 
algorithms

Quantum

Classical



The Future Risk to Symmetric Encryption Vs. 
Asymmetric Encryption

Captured from the 
Azure Quantum 
Resource Estimator.

https://microsofteur-my.sharepoint.com/personal/inbadian_microsoft_com/Documents/CTO/QWC%202023/AKA.MS/AQE-SITE
https://microsofteur-my.sharepoint.com/personal/inbadian_microsoft_com/Documents/CTO/QWC%202023/AKA.MS/AQE-SITE


Dr. Tomer Simon
Partner Chief Scientist, Microsoft Security

It's Not Ten Years Away



“Everything we call real is  
  made of things that cannot 
  be regarded as real“

Niels Bohr

“ If quantum theory is correct, it signifies 
  the end of physics as a science” 

Albert Einstein 

“Those who are not shocked 
  when they first come across 
  quantum theory cannot 
  possibly have understood it”

Niels Bohr 

“ If you are not completely 
  confused by quantum mechanics, 
  you do not understand it” 

John Wheeler 

“It is safe to say that 
  nobody understands 
  quantum mechanics” 

Richard Feynman 

“ I do not like quantum 
  mechanics, and I am 
  sorry I ever had 
  anything to do with it” 

Erwin Schrödinger 

“Quantum mechanics makes 
  absolutely no sense“

Roger Penrose 



If You Can’t Explain it 
Simply, You Don’t 
Understand it Well 
Enough.

Albert Einstein











Light Waves

Light Particles



Constructive Interference Destructive Interference





Quantum

Nature Computes Using



History of Quantum Computing

“ I think I can safely say 
  that nobody understands 
  quantum mechanics”

Richard Feynman



From Bit to Qubit



Simulating Quantum Computers on Classical Computers

20 16MB

Qubits Memory Machine



30 16GB

Qubits Memory Machine

Simulating Quantum Computers on Classical Computers



50 16PB

Qubits Memory Machine

Simulating Quantum Computers on Classical Computers







Schrödinger Plates

They’re both broken and not broken until you open the door



Why is Quantum Different?
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Why is Quantum Different?Entanglement
Quantum entanglement is a physical 
phenomenon in which the quantum states 
of multiple subsystems cannot be described 
independently of each other, even though 
the subsystems are spatially separated. 
Yuying Guo, 2019 (Introduction to Quantum Entanglement)

“Spooky Action 
  in a Distance”

“

“



Nature Isn’t Classical, Dammit, and if You 
Want to Make a Simulation of Nature, You’d 
Better Make it Quantum Mechanical, and by 
Golly it’s a Wonderful Problem, Because it 
Doesn’t Look So Easy.

“
“

Richard Feynman



The Quantum 
Computer!



A Complete, Scalable, 
Quantum System
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Charlie Marcus’ Lab in Copenhagen, Denmark
One of our primary experimental collaborators
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LiquidSolid Gas

Three states of matter
The Science 
Behind 
Our Qubit
• A quantum computer 

needs qubits that are 
small, fast, and reliable 

• The most promising type 
of qubit required a 
physics breakthrough:
a brand-new state of 
matter, a Topological state
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• M I C RO S O F T  Q U B I TS

Topoconductor, a New 
State of Matter

Superconductor

Topoconductor

Semiconductor

Materials are key to the creation 

and control of Majorana.

A material where 

electricity flows

with zero resistance.

A material that allows 

precise control

of electron density.

A protected form 

of matter.

The world’s first topoconductor

Layers of materials act as one quantum 

material and exhibit topological properties.



Devices are Built Atom by Atom





Designed to scale
to one million qubits 
on a single chip

Fast and digitally 
controlled



Artificial Intelligence

Intelligent reasoning
engine in Copilot

Accelerated simulation

High throughput
generation and screening

Quantum

Quantum Compute System

Quantum Services

Quantum Processing Units (QPUs)

High Performance Computer

Optimized chemistry and
materials science codes

Advanced hybrid workflows

Integration with
quantum subroutines

Microsoft Quantum Compute Platform



Next Generation Applications Require a 

Hybrid Compute Platform

I N T E L L I G E N T

Artificial Intelligence

A D V A N C E D

High Performance Computer

F A S T  A N D  R E L I A B L E

Quantum



Expanding the Microsoft Quantum Development Kit

End-to-end, AI-enhanced toolkit enabling 

developers to build real quantum applications 

using familiar tools, integrated workflows, 

and interoperable languages

• Fully integrated with VS Code and GitHub Copilot to 

simplify the use of QDK features

• Includes Python and Jupyter integration, circuit 
rendering, IntelliSense, breakpoint debugging, local 
simulators, visualizations, histograms, hardware 

submission, and resource estimation

• Conduct programming tasks like code generation, 
unit tests, job submissions

• Build quantum applications faster with AI-assisted 

development

Expanding the Microsoft Quantum Development Kit
End-to-end, AI-enhanced toolkit enabling developers to build real quantum 
applications using familiar tools, integrated workflows, and interoperable languages

• Fully integrated with VS Code and GitHub 
Copilot to simplify the use of QDK features

• Includes Python and Jupyter integration, circuit 
rendering, IntelliSense, breakpoint debugging, 
local simulators, visualizations, histograms, 
hardware submission, and resource estimation

• Conduct programming tasks like code 
generation, unit tests, job submissions

• Build quantum applications faster with 
AI-assisted development

https://github.com/microsoft/qdk
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Practical Quantum Advantage

Solve a problem that is useful either for academics or industry faster or better than any known classical algorithm on the be st classical computer

Solve a problem that is useful either for academics or industry faster or better than any 
known classical algorithm on the best classical computer



CRYPTOGRAPHY
Quantum systems

SIMULATION OPTIMIZATION MACHINE LEARNING

Areas of Quantum Impact





The Quantum-Safe Journey 
is a Top Priority for Microsoft

Microsoft understands the importance of the complete ecosystem and addressing it holistically

We are 
creators

Engineering a quantum 
supercomputer, and 

developing PQC since 2014

We are 
systems managers

More than 200k people, 120 
geographies, complex scale IT

We are a 
service provider

hyper-scale cloud computing 
with Azure and Microsoft 365

We are a 
security provider

Comprehensive coverage 
across platforms and cloud 
for end-to-end protection

We find ourselves in a unique position related to quantum-safe:





By 2029!



Any Sufficiently 
Advanced Technology 
is Indistinguishable 
From Magic.

Arthur C. Clarke 



Dr. Tomer Simon
Partner Chief Scientist, Microsoft Security
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