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Why

▪ Regulatory, Data Sovereignty & Control Requirements.

▪ Legacy & Business-Critical Systems That Aren’t Cloud-Ready.

▪ Hybrid & Multi-Cloud Strategy (Not “All-In” on One Cloud).



Cloud VS Hybrid Cloud
• Azure Arc

• Remotely control and manage on-premises machines via the Azure Portal

• Provides a single pane of glass for unified resource management across hybrid 
      environments

• IMDS (Instance Metadata Service) — Azure Cloud

• Provides instance metadata

• Issues access tokens

• Only accessible from within a running virtual machine instance (169.254.169.254)

• HIMDS (Hybrid IMDS) by ARC on-prem

• Provides instance metadata

• Issues access tokens

• Identifies the caller via local filesystem ACL



Onboarding Process

Azure

Onprem Server

• Token
• Subscription
• Resource Group
• Metadata



Main Components
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Small applications that provide 
additional functionality.

Deployed on: 

• Azure VMs 

• Arc enabled VMs

Extensions



Azure Monitor Agent
Edge / Multicloud

Data Sources

REST API direct ingestion

Edge assets

Applications

Arc-enabled Kubernetes

OS-based agents

Sends logs and 

telemetry to cloud 

Data stores

Log Analytics 
workspace

Azure Monitor 
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Event Hub

Alerts

Grafana

Insights

Workbooks

Monitor 
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Arc VM

Azure Resource 
Manager

Hybrid 
Identity

Managed 
Identity

1. Public part 
of generated 

key pair

4. Managed Identity 
Certificate

Azure Trust Boundary

Onboarding an Arc VM
3. Generated 

MI Cert

2. A request for MI 
cert, signed with the 

private key



MSI Certificate

• PKCS#12 Certificate

• Certificate + Private key bundle

• Is used to fetch tokens from Azure



HIMDS
• Hybrid Identity Metadata Service

• Runs using NT SYSTEM/himds account

• Listens on localhost; port 40342

• Uses the MI certificate to fetch tokens from Azure

• Supplies metadata and tokens to extensions

• IDENTITY_ENDPOINT = http://localhost:40342/metadata/identity/oauth2/token

• Local client authentication relies on file system ACL



Fetching a Token
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C:\ProgramData\AzureConnectedMachineAgent\Tokens

Authentication – Hybrid VMs



Fetching a Token



Fetching a Token



HIMDS on Windows
On Windows HIMDS has delayed start after boot



Attacker listens on localhost:40342…
Client sends in “Hey HIMDS, give me a token!”

The Vulnerability



Attacker: “Sure, Sure…. But first read this file for me, to 
prove you have the needed permissions…”

The Vulnerability



Client running with higher privileges reads the file contents…

The Vulnerability



Client: “Here you go, the file contents you asked for…”

Attacker: “Thanks for the Managed Identity Certificate….”

The Vulnerability



Also, CVE-2025-53729 (File Sync Agent) and CVE-2026-26141 (Hybrid Worker Agent)

CVE-2025-59494 LPE Azure Monitor Agent
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Why This Happened

• IMDS endpoint is trusted in the cloud

• When moving on prem HIMDS is not an equivalent

• HIMDS can not be trusted as IMDS
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Remote Attack Surface
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Service



Azure

Azure Relay

“Hybrid Connection” 

Remote Client
HIMDSExtension

Service

Arc Joined Server

{  }
Malicious 

JSON

IPC

Attacker



Privilege Escalation Flow 

Same Sink Different Source



Privilege Escalation Flow   
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Privilege Escalation Flow

Extension
Service

HIMDSIPC
(Over Named Pipe)

Arc Joined Server



Privilege Escalation Flow

1.  Wait for the machine to reboot.

Attack Flow

2. Create a named pipe with the expected name.

3. Wait for the Extension service to create a handle to the same pipe.

4. Trigger the overflow.



Privilege Escalation Flow

Extension
Service

HIMDSIPC
(Over Named Pipe)

Arc Joined Server

Attacker

IPC
(Over Named Pipe)





Why This Happened

• Remote access is needed, but the permission management is shared between 
Azure and the Admin.

• HIMDS implements broad functionality.

• Data passed from user controllable channels was trusted.
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Defender
• Enabling Defender for Cloud, will install Defender for Endpoint Extension on your VMs

• Both Cloud VMs and Arc VMs



IMDS



Wait, what?

• Why are we talking about IMDS flow if we are on Hybrid Cloud?
• What happens to it On-Prem?

• Many use this method to check if the extension is running on Cloud 
or On-Prem.
• Try IMDS 169.254.169.254. Got an answer? We are in Azure Cloud.
• No answer? Try HIMDS 127.0.0.1; We are running On-Prem.

• Can an attacker fool this detection? What happens then?



• It’s a Link-Local Address

• Declared as non-routable, has no gateway, will not pass IP (Layer 3) routers

• Still accessible within the same LAN

• An attacker on the local area network can respond to someone else’s 
169.254.169.254 connection attempts.

• They are unencrypted http requests… ☺

• Information returned from IMDS is sometimes used in command arguments

Why is                                        special?169.254.169.254



Exploitation Flow



CVE-2026-21537 – RCE Defender for 
Endpoint
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CVE-2026-21537 – RCE Defender for 
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CVE-2026-21537 – RCE Defender for 
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CVE-2026-21537 – RCE Defender for 
Endpoint



CVE-2026-21537 – RCE Defender for 
Endpoint

OOPS… A Network Adjacent RCE



CVE-2025-47988 – RCE Azure Monitor Agent
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CVE-2025-47988 – RCE Azure Monitor Agent



Exploitation Flow

• Extension calls 169.254.169.254

• Attacker responds with metadata json with a malicious subscriptionId

• Extension calls management.azure.com/subscriptions/subscriptionId

• The attacker’s malicious input escapes the command 
• and makes the extension make another call – 

to 169.254.169.254/download

• A malicious exe is installed in a path that is being automatically periodically 
invoked



CVE-2025-47988 – RCE Azure Monitor Agent



CVE-2025-47988 – RCE Azure Monitor Agent
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CVE-2025-47988 – RCE Azure Monitor Agent



CVE-2025-47988 – RCE Azure Monitor Agent

OOPS Again…
Another Network Adjacent RCE



Why This Happened

• IMDS endpoint is trusted in the cloud

• When moving on prem this IP is not trusted anymore

• The local network is not trusted



Variant Hunting
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HIMDS – LPE

Recurring Vulnerabilities in Arc Extensions

IMDS - RCE

ELI
MIN

ATE



Collecting the extensions



Collecting the extensions

379



Collecting the extensions

60



Finding Relevant Code Flows
• Multiple languages

• Multiple flows

• Multiple implementation differences



Automating the process
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Automating the process



Automating the process



Automating the process



Language agnostic 

code flow detection 

and understanding



• Arc Extensions60

• Occurrences of those 
vulnerabilities12

The rest of the (48) extensions were verified to not contain any of those variants



Summary
• The security model On-Prem is different from the Cloud:

• The local network is untrusted
• IMDS is not a trusted cloud service anymore
• You can’t just port cloud code to on-prem without double 

checking assumptions

• Don’t trust information from insecure channels

• Don’t trust information



Thank you

Questions?
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